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1. Introduction

The DOCUMENTS Manager application is an administrative tool used to set up
and configure a DOCUMENTS principal.

Its essential functions are setting up user accounts, creating file types including
fields and tabs, as well as folders in which processes in DOCUMENTS 4 are
represented. You also set up archives and integrate workflows here.

This guide describes the most important areas, elements and functions for the
DOCUMENTS Manager. All examples are provided by the demo principal peachIT
that comes with the product. It is therefore useful to install this demo system and,
if necessary, use it side by side with the real-time system to initially utilize
changes to specific settings in a test.

Help

The DOCUMENTS Manager contains both a utility and context-related help. You
can use this by initially clicking on the ? icon and then, for example, on a field. A
tooltip then provides a more detailed definition on use. In this way you will get
more information which due to a variety of configuration options, might not be
provided by this documentation.
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Start the DOCUMENTS Manager application via the program group DOCUMENTS
4 from the Windows start menu. Following this, the Login dialog shown in Fig. 1
opens.

® Login [localhost1100 ==

Please enter vour login name.
Y'ou may have to supply a password,

User name  admin

Password |

Languane [ anglish -

Principal peachit

[ ok ][ Cancel ]

Fig. 1: DOCUMENTS Manager Login dialog

The following input is required:

- User name:
Name of an editor, or specify the implicit account admin (default).

- Password:
For the admin account you need to leave the password in the shipment state
empty.

- Language:
Choose the desired language in which to run the DOCUMENTS Manager. This
can also be changed within the application.

- Principal:
Name or number of your principal. To create a new principal, you need to
leave this field empty, i.e. log in without a principal. If you have agreed to set
up the Sample during DOCUMENTS 4 installation, a demo principal named
peachit will already be available.

Click OK to launch the DOCUMENTS Manager.
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3. Design and Structure

The DOCUMENTS Manager (Fig. 2) is essentially composed of three panels and a
menu structure.

In the left panel all available objects are organized in a tree structure. The
individual items are described in detail in the chapters below.

When you select an entry from the tree structure, all objects of this selection will
be listed in the top right panel. The bottom right panel in turn shows the
properties, attributes and set values for the individual entry that you select in the
top right panel.

Application  Server settings  Administration Documents  Help

ANew |[UEdt & Update K Delete = Prirt 4 Configure ‘

Administration e

‘p Administration Search <all text columns: - E v b d H %]
i & Editors (5 Entries)

a_;, Access Profiles (10 Entries) | Abbreviation Carrier Stieet
&l Backups (0 Entries) peachit PeachlT DEMOPORTAL Binseruneg 15
L3 Sent eMails (0 Entries)
: Property system (7 Entries)
User Management
8 All Accounts (8 Entries)
i 8 Alias (5 Entries)
Dm Organisation Hierarchy (3 Entries)
b all Organisations (5 Entries)
.../ Country (3 Entries)
a G Documents = D
;-{=J) Public Folders (4 Entries)
» (7] Filetypes (6 Entries)
|.> S Archive servers (1 Entry)
» [ Distribution Lists (1 Entry)
b -5t Workflows (4 Entries)
:—é Filing plans (0 Entries)
[E] Number ranges (1 Entry)
#| QOutbar (0 Entries)
Scripting (24 Entries)
) Processes (12 Entries)
(2 Scratch Copy (0 Entries)
(=) Scratch Copy (Archive files) (0 Entries)
----- =) Deleted Processes (0 Entries)

ﬁ Log-book (0 Entries)

NUM

Fig. 2: DOCUMENTS Manager

Fig. 2 shows the DOCUMENTS Manager with installed demo principal peachit.
Here, entries which will be taken as samples in the chapters below have already
been created for the most important objects.

If you do not have installed the demo, you can log in only without principal (see
Fig. 1). The DOCUMENTS Manager will then be empty and the tree structure will
not be fully available. Moreover, you cannot create any new objects. These are
always created for a principal and you cannot work with the Web application
without a principal.

For further reading of this document it is therefore recommended that you set up
a principal (see chapter 5.1).
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4. Key Functions

The dialogs and tabs in DOCUMENTS 4 have an identical structure regarding
functions and buttons. These emerge from the context and yield, for example, a
new object of the open type, or sort lists of objects. If you keep the mouse button
depressed on one of the buttons, the tooltip will display the corresponding hot
key for this command.

Fig. 3 shows the generally available buttons in dialogs or tabs.

R B (X # e | ¢ [H o

Fig. 3: General functions in dialogs

The following functions are available here (from left to right):

- New record icon: The left button always creates a new object. The graphic
varies here, depending on the type of object viewed. Fig. 3 shows the example
of the button for a new field of a file type.

- Open folder icon: Opens the dialog for editing a selected object.

- Table icon: Opens a searchable dialog containing a list of all available records
to enable defining the linking of various objects.

- Delete icon: Deletes a selected record.

- Disconnect icon: Removes a connected record.

- Arrow up /down icon: Changes the position of a selected record in a list
structure. DOCUMENTS 4 processes various lists (e.g. displayed fields of a file
type) in order, from top to bottom.

- Configure table icon: Opens a dialog for configuring the displayed columns.

- Information icon: Opens a list of records in an overlapping dialog window and
provides filter options for their representation.

Moreover, in the top section of the application window you will find a number of
buttons that enable creating the items within the tree structure. Fig. 4 shows the
available actions.

S New (= Edit & Update 5 Delste gy Print & Configure

Fig. 4: Buttons for key functions

These functions are continually available in the DOCUMENTS Manager and
always behave in the same manner. For this reason, we forego describing them in
the chapters below.
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5. Principal Management

The DOCUMENTS 4 Server and the archive component are principal enabled and
therefore designed to simultaneously run on various customer systems.

A principal in this sense is a controlling entry and therefore a single unit within the
DOCUMENTS system in terms of data and organization. Except for essential
system configuration data, all data and objects are principal dependent,
particularly those of the DMS business concept.

Access by users to the DOCUMENTS 4 Web application always takes place by
logging in to a principal. Use without a principal is therefore categorically
precluded.

Each principal requires a separate license file (.pem). This must be deployed in
the DOCUMENTS 4 installation directory prior to creation or use.

5.1 Creating a principal

Launch the DOCUMENTS Manager and log in without principal (!) using the
admin account (Fig. 5). In shipment state, a password is not necessary.

Pleaze enter your login name.
'ou may have to zupply a pazsword.

Uzer name  sdmin

Paszword

Language [ english

Principal |

0k J[ Cancel ]

Fig. 5: Login without principal to the DOCUMENTS Manager

Confirm the warning that you want to run the application without selecting a
principal (Fig. 6).

You did not select a principal. Any data you create will be available
to all principals.

Fig. 6: Confirmation message for login without principal
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The tree structure in the DOCUMENTS Manager (Fig. 7) has now significantly
changed because all principal-related objects cannot be created anyway.

Application  Server settings  Administration Help

P New 7 Edt & Update X Delete = Prirt 5] Corfigure ‘

Administration

DU’ Administration | Search  |<alltext = ||~ = v Tk

b User Management
i@ Content Abbreviation Carrier

[x

b

1@ Community peachit PeachlT DEMOPORTAL
[+ i@ Commerce
b
b
b

‘

-3 Documents
=9 Inbox

-[[% Clipboard (1 Entry)

Fig. 7: DOCUMENTS Manager after login without principal

In the tree structure, select the Administration entry, and click the New button on
top left.

This will open the dialog for configuring a principal (Fig. 8). Type the name of your
principal here (equivalent to the name of your license file) in the Abbreviation
field, and click Apply. Information on the carrier is automatically read from the
license, and entered in the field of the same name.

-
3 New - Portal

Settings |.-i‘-.|:|ministrati|:|n| eMaiI-Sewicel Properties

Fortal camier / Principal

Abbreviation Partal wversion £.00
Carrier |
Street -
City/ T Zip/Pozt code

Fig. 8: Dialog for configuring a principal

Click OK to confirm the dialog, and exit the DOCUMENTS Manager via the
"Application -> Quit" menu item.

Restart the DOCUMENTS Manager and log in specifying the setup principal.
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5.2 Configuring a principal

Long-term important settings for the principal are made in the dialog for
configuring a principal. These must be created for each principal, even if specific
entries are redundant and are made multiple times here.

5.2.1 Settings

The left panel of the Settings tab (Fig. 9) allows optionally augmenting
communication data on the carrier as well as on a responsible employee. The
required fields Abbreviation and Carrier have already been populated while
creating the principal.

The abbreviation here is a system-wide, unique value; in some places, it is used to
allocate key values.

The right panel is used to define the languages used. A principal can run
concurrently in up to six different languages. The international abbreviation for
the language is entered in the Locale field. This usually corresponds to the
extension for domain addresses in the respective country.

When the online option is enabled, the current language can be selected by users
of the Web application. When this option is not enabled, you can edit the
language in the DOCUMENTS Manager, but the end user cannot yet see it.

When adding a new language to DOCUMENTS, an administrator can already
create that language, and enter all translations into the DOCUMENTS Manager
without having to activate these during the development phase. When the
translation is complete and the new language should be made available to the
users, all you have to do is enable the online checkbox.

Seftings IAdmwstlatiun eMail Service | Properties
Portal carer / Frincipal Portal Languagels]
Abbreviation peachit Portal version 700 Langusge 1 Deutsch Locale de [¥] Online
LeC e SehIT DEMOPCRTAL Language 2 Englisch Locale en [ Onine
Street Binsenweg 15 - Language 3 Locale [] Online
Language 4 Loale [ Online
City/Tawn 0n011 Zip/Post code  Gartenstadt
Language 5 Locale [ Online
Canier's executive Language § Locale [Z] Onine
Salutation [, = Title
Fist o E i Security ssttings
[T Force password change an initil login
Lastname  Mustermann
Password length Validity

Johtitle wehmaster
[T Use additinnal password for editors
E-mail info@peachit de =

Change additional password
Telephone 1234 / 557690 Fax 1234/ 567231

Cell/mobile phane Other

Fig. 9: Configuring a principal
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The Security settings section allows defining password policies in the first place.

For instance, a user must change their password at initial login before they can
work with DOCUMENTS for the first time. Moreover, minimum password length
and its lifetime (in days) can be defined.

When connecting a central user administration (e.g. Active Directory) via the LDAP
protocol, this area should not be used because policies will then be managed in
the user administration.

5.2.2 Administration

Fig. 10 shows the Administration tab. Make sure that the Documents checkbox is
enabled with the activated modules. Otherwise, there is an error in the license.
Moreover, the status must be set to released.

peachit (PeachlT DEMOPCRTAL) - Portal

Settings  Administration leMaiI-Sewice] Properties

Enabled modules Huosting
Personalization []55L active [ Static URL
[ Advanced organizational hieranchies Host name
[ Content Management S5L host name
[ Editar login [web access) ML Duthos
[T wArSIwG online edit mode for IE ML Outhos active
[ Farm editar Root directory 4 autbos
[C] @riine Shop Releaze statuz
[] Organizer Status

[ web Mail access
[] Orline forums

[ Newsletter

[ &rchive access

DOCUMENTS

Fig. 10: The "Administration" dialog
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5.2.3 E-mail settings
On the eMail-Service tab (Fig. 11) you define which credentials are used to
authenticate DOCUMENTS 4 against a SMTP server.

E_peachit (PeachIT DEMOPORTAL) - Portal *

Settingsl Adrmirigtration  eMail-Service l Froperties

| E-mail zervice active
SMTP server
| SMTF Auth.
Uzer
FPaszword

Default zender

Signature [principal]

Fig. 11: E-mail settings

The E-mail service active checkbox is used as a global switch. If disabled, e-mail
messages will not be sent principal-wide. Furthermore, it will not be allowed to
make any entries in the following fields.

The SMTP server field requires either the IP address or the complete name (FQDN)
of the SMTP server (e.g. Microsoft Exchange). Since DOCUMENTS 4.0d it is
possible to specify a port using the notation ":port number" followed by the SMTP
server specification, via which the e-mails will be routed. This specification
overwrites the global property SMTPPort that can be found in the documents.ini
configuration file.

Authentication can be turned on by ticking the same-named checkbox. If enabled,
it is required to provide login information (i.e. user name and password) of an
existing account with SMTP access. The principal property SMTPAuthMethod
allows you to specify one of the following authentication methods: plain,
login, cram-md5 and nt1m, whereas the plain method is used by default.

The Default sender field enables to define an e-mail address under whose ID e-
mail messages are to send by DOCUMENTS.

Please be aware that this address must, when in doubt, actually exist for
authentication as well as for incoming replies. This address will be either used for
automated system messages or for personal e-mail messages if no mail address

DOCUMENTS Manager User Guide 14



has been entered for the DOCUMENTS account of a user and therefore no
personal ID is available.

By default, logged-in users send e-mail messages with the address specified in
their account.

The optional Signature (principal) text-field allows specifying a signature.

Since DOCUMENTS 4.0d SSL/TLS encryption is supported when sending mail
using STARTTLS. However, encryption is disabled by default. To activate
encryption globally the property value SMTPSSL needs to be set to true in the
documents.ini file. With the same-named principal property you can overwrite
this global setting. In addition, a PEM/CRT file containing a list of trusted root CA
certificates (in X.509 format) is still needed to verify the authenticity of the mail
server. The path of the file including the root certificates, which is absolute or
relative to the DOCUMENTS Server installation directory, is set as value of the
SCAInfoFile property in documents.ini. In case multiple principals are using
different mail servers, all corresponding root certificates must be listed in this file.
If a certificate on the mail server side was not issued by a root CA, the certificate
chain must be listed in the correct order in the file. More precisely, each
certificate must stand ahead of its issuer certificate, at last the self-signed
certificate of the root CA (root certificate). The individual certificates are in PEM
format enclosed respectively by

Whenever one of these root certificates is revoked (especially after an intrusion
into CA servers), the file must be updated and it is required to restart the
DOCUMENTS Server.

DOCUMENTS does not provide such a file. Neither can it keep the file up-to-date

automatically, i.e. it lies in the responsibility of the administrators to maintain the
file.

5.2.4 Properties

Properties are used to extend the function or configuration scope; they are
entered with a name and a value. Many object types include a tab for adding
properties. Separate documentation includes an overview of allowed properties.
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6. Tree Structure Elements

The tree structure shown in Fig. 12 represents central administration of all objects
comprising the business concept of a principal. At the first level, this breaks down
into the three sections Administration, User Management, and Documents.

4 -f3 Administration
----- 3 Editors (6 Entries)
----- 3_;, Access Profiles (10 Entries)
----- [l Backups (0 Entries)
----- Lg# Sent eMails (D Entries)
..... Property system (7 Entries)
a3 User Management
----- i All Accounts (8 Entries)
..... £4 Alias (5 Entries)
& -3 Organisation Hierarchy (3 Entries)
----- @ all Organisations (5 Entries)
----- &l Country (3 Entries)
4 - Documnents
> (=) Public Folders (4 Entries)
- Filetypes (6 Entries)
£> S Archive servers (1 Entry)
>[4 Distribution Lists (1 Entry)
o - 5L Workflows (4 Entries)
----- 2. Filing plans (0 Entries)
----- [ Mumber ranges (1 Entry)
----- #| Outbar (0 Entries)
----- Scripting (24 Entries)
----- [ Processes (12 Entries)
----- [ Scratch Copy (0 Entries)
----- [ Scratch Copy (Archive files) (0 Entries)
----- [0 Deleted Processes (0 Entries)
- Log-book (0 Entries)

Fig. 12: The DOCUMENTS Manager tree structure

The most important tasks in the Administration and User Management sections
are setting up accesses to DOCUMENTS 4. After creating user accounts these can
be assigned to access profiles to group users with the same permissions and to
therefore implement a permission concept.

In the Documents section, the business concept is actually built. Here different file
types are defined which are the template for all files created in DOCUMENTS 4.
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In DOCUMENTS, DOCUMENTS files are displayed via a structure of public folders
which, like file types, may be subject to a permission concept. This is implemented
by granting explicit permissions on files and folders only to specific users or access
profiles.

Another aspect from the Documents section is setting up process-driven
operations using workflows or distribution lists. These items facilitate specific
routing of individual DOCUMENTS files within DOCUMENTS 4, and therefore rule-
based editing of previously defined operations or task chains.

DOCUMENTS 4 also includes a Java script engine that can be used to implement
smaller features. The source codes are stored in a library in the Scripting section;
they can be linked to defined events.
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7. Administration Area

The Administration area in the tree structure of the left pane breaks down into
four different subsections which we will describe in greater detail in the course of
this chapter.

7.1 Editors

Editors are user accounts working, like "normal" users, in DOCUMENTS 4, i.e. they
may have DOCUMENTS access. The actual meaning of these nodes, however, is in
two other functions.

First, editors can log in to the DOCUMENTS Manager and perform activities as
part of administration and configuration.

Unlike the admin account, access to the DOCUMENTS Manager for an editor is
always limited to the principal under which the editor account has been created.

Secondly, an editor account can be used to import DOCUMENTS files, e.g. via
Doclmport or a Capture scenario. In that case, new DOCUMENTS files are created
by stacks, without requiring users to perform this manually via the Web
application.

Editors should not, due to these two main tasks, be considered named,
operationally active user accounts, but as service accounts automatically
performing their operations.

In the tree structure, select the Editors entry, and click the New button to create a
new editor.

This will open the dialog from Fig. 14 for configuring an editor. The option of
subsequent processing is available anytime by clicking again on the entry in the
tree, and then opening the desired entry by double-clicking in the top right pane
(see Fig. 13).

Application  Server settings  Administration Documents  Help

S New |7 Edi & Update K Delete = Print %5 Corfigure ‘
Editor &
4+ Administation seach [calltetoobmsy /[ <] impor v | ®

3’ Editors (6 Entries)
% Access Profiles (10 Entries) Login Status Particulars-Last name Particulars-First name  Particulars-E -mail
u Backups (0 Entries)

~Lg Sent eMails (0 Entries)

: Property system (7 Entries)
Da User Management

b 3 Documents

import released Documents Impart documents@peachit, de

Fig. 13: List of created editors
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The General tab (Fig. 14) starts with information on the editor's user account.
:} import [Import Documents] - Editor !&Igl

General ] Documents / Archive settings] ] Documents settings 2] Properties]

User account Function
Login jmport Status [ Portal admiristiator (templates. editors. design)
Last login 07.02.2007 17:00:52 Mewsletter [ User tanager [organization, partrers)
Password valid untl [T 0092011 @ [T Ma change of passward Editor-in-chief [enable]
Acoess profiles Everpbody - Lacal editor [editing specific contents]
Online editor (browser) WTSTYG [IEB)
Line manager

Shop Manager [order spstem, catalog)

Particulars

5 alutation Title

First name  |mport

Inbox editor [forms]
Farum tanager
DOCUMENTS administrator

Lastname  Documents
File &zcess via PortalClient

Job title
E-mail documents@peachit. de Locales
= Deutsch Englizch Language 3
Telephone Fax
Language 4 Language 5 Language &
Cell/mabile phane Other

Fig. 14: The "General" tab

Specify a Login name as a unique ID first. This is bound to a host of restrictions:
Initially, you may not use any special characters or umlauts. The length of the
name is limited to 45 characters and the name must be unique principal-wide.
This additionally implies that there may be no access profiles that use the same
name. This uniqueness is checked when saving. After initially saving the editor,
the login will, moreover, become read-only; it will then no longer be modifiable.

Ensure that the status is set to released and enter other particulars.
Enabling some checkboxes in the Functions section is useful:

- As user manager, the editor may create user accounts in DOCUMENTS 4 and
manage them as well as assign them access profiles.

- As DOCUMENTS administrator the editor can administer the Documents tree
section via the DOCUMENTS Manager and, for example, maintain file types.

- File access via Portal client means that the editor can view (or change, on a
case-by-case basis) all DOCUMENTS files created by users in DOCUMENTS 4 in
the DOCUMENTS Manager under Processes. This is equivalent to full access
to all data created using the DOCUMENTS Manager.

You use this button, named Change password, to create a password for the editor
or subsequently change it in the bottom right section of the dialog.
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Fig. 15 shows the Documents / Archive settings 1 tab. The policies for
DOCUMENTS 4 access are controlled and global permissions are granted here.

—
?( import [Import Documents] - Editor ‘w

General Documents / Archive settings] ] Documents settings 2] Properties

Licence type / permissions Other settings
Licence lype Local checkout path = \documerts
[ Archive access Inbox entries 5
Allow DOCUMENTS access Inbiox entiies [user-defined) 5
[T \wharkflow clisnt Favarites entries 5
Copy settings from... I Fiesubmission entries [
Murnber of entries last used 5
Other options
Display user in DOCUMENTS lists Task entries 5
Allowed conc. sessions Hits per page 12
User iz lagged in i} [T &llow scanning
AP login il [T Uniimited kit rumbers
Sessions 0 Mark as Read button
Self-created account [7] Only search function
Shared user account
Laogaut user

Fig. 15: The Documents / Archive settings 1 tab

When defining the license type you should be aware that a Named license will be
recommended when using the account continually for imports, for example. Only
this will ensure that access is granted anytime and data files to be imported are
promptly imported into the system.

Moreover, determine whether the editor should have access to the archive
component, the Web-side DOCUMENTS 4 application and the workflow client.

The Display user in DOCUMENTS lists checkbox controls that the editor should be
displayed in the ad hoc routing or in user selection lists in DOCUMENTS 4. This
will not be useful if an editor is only used for import but without any operational
tasks by other users. If this is not included in the corresponding lists, you will not
be able to send tasks to the editor.

The Documents settings 2 tab incorporates some aspects that in DOCUMENTS 4
the editors can set themselves. These include e-mail settings and the option to
enter scheduled absence.
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In case an editor's absence is unscheduled and editing or sending DOCUMENTS
files is therefore blocked, the Documents settings 2 tab lets you set absence for
other people (Fig. 16). To do this, enable the User is absent checkbox, and
optionally configure an absence message. Moreover, the Delegated files for
information checkbox lets you add a function that will place all DOCUMENTS files
in the absent user's Inbox. In this way the absent user is informed about which
DOCUMENTS files a delegate has edited.

However, the Delegate current processes to button is most of all important here.
This allows you to enter the login name of an absent co-worker in a dialog, so all
currently blocked DOCUMENTS files of the absentee will be delegated to the
selected user for editing.

Abzence
|szer is absent

Send abzence meszage

Ahzence meszage

Delegated filez for infarmation

| Delegate current processes to... |

Fig. 16: Absence management

7.2 Access profiles

Access profiles are used to allocate permissions on DOCUMENTS obijects. All users
or editors whose permissions on specific objects should be identical are assigned
to an access profile here.

The profile's permissions are automatically transferred to the users, editors and
subprofiles entered there. This makes allocation of permissions easier and
precludes error sources because it is no longer all people but only the related
profiles that need to be given permissions.

On the General tab (Fig. 19), specify a unique profile name first. This is bound to a
host of restrictions: You may not use any special characters or umlauts, and it
must be unique principal-wide. This also entails that there may be no editors or
users using the same name. This uniqueness is checked when saving. This name
can no longer be changed after initial saving.
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7.3 Assign access profiles

This tab (Fig. 17) lets you assign the editor different access profiles that already
exist. For more information on creating and using access profiles, see 7.2.

Valid access profiles } Current processes] DOCUMENTS folder] DOCUMEMTS delegate ] Line manager of ] Properties]

= 8
Profile name Portal Language 1
iService Service
Everybody Jeder

Fig. 17: Access profiles of an editor

On this tab you will see all access profiles to which the editor is currently assigned
in a list view. The top right section of the tab provides buttons for more
assignments or deleting assignments. The left button enables you to assign the
editor more access profiles. This opens a searchable dialog for selecting from all
profiles that already exist (Fig. 18).

-
£, Please chase an element of "Access profile’.

Search l(all text columnss V“" "] v

Profile name
Employes
Custarmer
wiebEditor
Digtribwtar

Service

m

Everpbody
Directaors

W arehouze

L R Y S, _

4 UL I

[ Select ” Cancel l

A =

Fig. 18: Dialog for assigning access profiles

Mark the desired profiles here, and click Select to assign them.

Assignments are deleted by initially marking the access profile to be removed in
the list (see Each profile in Fig. 17). Then click the button to delete the connection.

Here only the assignment between editor and access profile is removed. The
access profile itself is not deleted through this action (see chapter 4).
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2 Employee - A il P [l
g3 fmeloyee - Aaces profic

General | Description | Properties

Profile name  [F7]
Deutzch  Mitarbeiter
Englizch  Ermployes
name_3
Puartal Language 4
Poartal Language 5
Portal Language B
Parent profil

Home page Guten Tag <Zuparticulars titleZ> <Zuparticulars. names| lE, ﬁ
[T] Default for new organizations
Default far new editar
Calendar access [7]web Mail access [ &rchive access
Dizplay profile in DOCUMEMTS listz
Uzer accounts ] Editors ] Organizations ] sub profile
= a
Lagin Status Particulars-First name Particulars-Last name
qross releazed Stefan Gross
tapsig releazed Tilly Tapszig
klein releazed Peter Klzin
4 | m 3

Apply l R ]’ Cancel

Fig. 19: The General tab

The following fields allow optionally allocating ergonomic names for up to six
languages. Depending on the language in which a user logs in to the Web
application, the displayed name of an access profile is resolved into the
ergonomic name accordingly.

You can structure profiles hierarchically by defining a parent profile here, where
the parent profile incorporates all permissions of the child profiles.

Fig. 19 contains more tabs where this access profile can be assigned users, editors
and child profiles. Use the buttons on the right above the respective lists to add or
remove assigned entries.

Alternatively, such an assignment can also be made on the user or editor dialogs.
Both directions move in sync.
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7.4 Backups

The DOCUMENTS Manager provides various options to perform backups of the
existing DOCUMENTS 4 system. This is optionally performed as automated daily
backup, or manually via offered actions.

Backups are useful for migrating a configured DOCUMENTS 4 system to another
server or to make changing the underlying database management system easier.
Such a backup is generally platform independent, and therefore makes migration
to other systems easier.

The backup function by no means replaces a complete backup strategy!
Although the option of daily backup is available, this is not working
incrementally, nor does it ensure data integrity.

Therefore, back up the database on a regular basis using the mechanisms
available there, and set up incremental backups of the DOCUMENTS repository
on a different drive!

Complete backup consists of two files. One of these two files contains the
database contents in compressed JEX file format, while the other contains the
DOCUMENTS repository, i.e. the data files and documents as well as document
templates attached to the DOCUMENTS files.

Important notes to backup duration and size

Backup duration is dependent on the amount of data as well as the number and
size of documents within the repository; it may take up to a few hours. The
required space on the drive also depends on these two factors; by necessity, it is
at least the size of the repository because this is packed completely into a ZIP file.

Storage path for backups

The storage path for backups is set on the Server settings -> System parameters
menu under the Data backup/Directory for data backup entry. You can set any
UNC path there, where complete access to the path must be guaranteed. If the
Documents4Server is running as a service, the login account of the service must
be able to access this path. Whereas if the server is running as an application, the
logged-in or executing user must have the corresponding rights there.

Verify, prior to backup, that the selected directory has enough storage space!

Principal and principalless backups

When you log in to the DOCUMENTS Manager, you ultimately decide what
contents to back up: If you log in by specifying a principal, only the contents and
parameters of that principal will be included in the backup. Whereas if you log in
principalless, the contents of all principals existing within the system will be
backed up in case multiple principals are present.
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Another difference is in importing system parameters such as the paths to the
repository or the backup directory:

For backup through specifying the principal, the parameters that have already
been set there will not be overwritten during recovery to another DOCUMENTS
installation. So, the principal uses the parameters of its new environment.

Whereas for principalless backup the parameters are also backed up and set
during recovery. This means that, for example, a UNC path to the repository is set
in the same manner after backup as was the case on the original server. If these
paths cannot be reached on the new server, this may cause difficulties. Backup by
specifying the principal is therefore the more portable option. For instance, you
can use this to load a preconfigured principal on a customer's server because it
will integrate with the specified environment.

7.4.1 Portal backup
Instant backup can be initiated anytime via the Administration -> Perform portal
data backup menu item.

Please be aware that backup starts directly by clicking the menu entry. Other
dialogs will not appear!

The system automatically creates a new record named Backup for each backup
process (Fig. 20).

H Backup principal ‘PeachIT DEMOPORTAL' 20.09.2012 17:39:50 - Data backup

Iame
Backup principal 'Peach|T DEMOPORTAL' 20.09.201 2 17:39:50

K O

Time 20032012 174000 =
Mormal corterts |peachit_2012_8_20_17_39.zp g ] size [ 0,15 MB

Secure cortents I X EY Size I 0,00 MB
DOCUMEMTS Ipeachit_documents_ztl'l 282017 x EI Size I 0,02 MB

Ok | Catcel | Fecovery |

Fig. 20: Backing up a principal
You can copy the backup contents by downloading the created ZIP files from the

DOCUMENTS Manager. The corresponding buttons are stored behind the
individual files.

7.4.2 JEX export

During JEX export, only the database contents are written to a JEX file. This does
not affect the repository contents. The references to the documents, however,
are part of backup, so after recovery the DOCUMENTS files links to the data files
will be recovered if the repository can be found in the specified path.
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JEX export can be started via a corresponding button in the server application
window. In this case, backup is performed automatically principalless.

Another option can be found on the Server settings -> Server-side data export (jex)
menu. After starting the menu command, a dialog will open where you need to
enter the complete path including file name and extension to the export file (Fig.
21).

O Server JEX-Export

Enter the name of the serverfile:

Iu::'\tmp'\myl:uackup. e

OF. I Cancel |

Fig. 21: File path to jex export

The differences between principalless and principal login on creating backup are
also valid for JEX export.

7.4.3 Configuring daily backup
Regular backups are configured on the Server settings -> System parameters
menu. Two parameters must be considered here:

- Data backup/Time of automatic daily backup: Enter a value in the 0-23 range
to specify the hour of daily backup. Specifying a negative value will disable
daily backup!

- Data backup/Directory for data backup: Specifying the storage directory (see
above)

Daily backup will create automatic backup at the defined time. Here, the following
files are written within the set directory:

- daily.jex: Daily database export (overwritten every day!)

- dailydoc.zip: Complete DOCUMENTS repository content (overwritten
every day!)

- daily 0.zip:Analogoustodaily.jex, butincluding the ID of the day of
the week (0 = Sunday, 1 = Monday, etc.). These files will therefore be
overwritten every week.

7.4.4 Recovering backup

Depending on the backup type (portal backup or JEX export), recovery is
performed by different methods, which we will describe in the course of this
chapter. The common features of both methods are the following important
issues:

- Recovering a backup requires principalless login to the DOCUMENTS
Manager.
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- By recovering a backup, DOCUMENTS 4 is set to the state of that backup.
Data that is added later will be lost. Therefore, use this operation with
absolute caution!

- The principal to be recovered may never be present within the system! Please
make sure this is the case and delete the principal prior to starting the
recovery operation.

Indexing documents

If you have configured automatic indexing of documents on uploading to run the
principal (defined for the file type), you will need to execute this again after
successful recovery. Owing to its amount, this data will not be included in backup.
Therefore, log in to the DOCUMENTS Manager after successful recovery and
execute the relIndex maintenance operation. This is performed on the
Administration -> Perform maintenance operation menu. All repository
documents are re-indexed in batches and the corresponding tables for the search
are rebuilt.

JEX export recovery

Log in principalless to the DOCUMENTS Manager and make sure that the
principal to be recovered is not present. Server-side JEX export is recovered via
the Server settings -> server-side data import (JEX) menu command. In the dialog
that follows, specify the complete path name to the data file, including extension,
and click OK to start importing the JEX backup.

Alternatively, a JEX backup can also be recovered via the Import button in the
Documents4 server application's window. Also, make sure here that the principal
does not exist prior to recovery. Log in to the DOCUMENTS Manager principalless
prior to this, and check this!
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Portal backup recovery

Log in principalless to the DOCUMENTS Manager and make sure that the
principal to be recovered is not present. Portal backup recovery is performed via
the DOCUMENTS Manager's tree structure. Initially, open the Administration ->
Backups entry, and then click the New button. In the dialog that follows, enter a
name for the backup first, and then select the data files of an existing backup. The
principal TIMESTAMP.zip file is selected as normal content, while the
principal documents TIMESTAMP.zip file is selected as DOCUMENTS
content. Fig. 22 illustrates this procedure.

>} DDCUMENTS Manager — User: Administrator (PeachlT DEMOPORTAL) [localhost:11000]

Application  Server sethings  Administration Documents  Help

e Mew [ 2 & Updste X Delele 4 Pt [ Configue |
=3 Administration Conrch . =~ =
S Editors (1 Entry) ‘ e - = =l
&, Access Profiles (0 Entries) || name Tine
T] Form Temglates (2 Entries)
& Design Templates (D Entries) Hame
E HTML Tags {5 Entries’ Recovery after server change ;I
el Backups (0 Entries)
L Sent eMais (0 Entries] =
(] Property system (0 Entries) Time fo0o 2012174243
-4 User Managsment - -
@ Conkent Normal cortents [peachit_2012_9 20_17_331.zp X ‘AT see [ 0o0MB
-3 Documents g
& Inbox Secure conterts | Xah sze [ 0,00MB
(I3 Clioboard (0 Entries) DOCUMENTS [peachit_documents_2012_9_20__17_: 2 3 size [ 000 ME
ok I | 17:38:50)

Fig. 22: Portal backup recovery

Following this, click the Recovery button and, in the dialog that follows, enter the
name of the principal to be recovered. By clicking OK you start the recovery
action.

7.5 Sent eMails

This area allows checking editing and resending e-mail messages that have
already been sent. An error code informs about the status of the e-mail message.
By creating a new message and by using the Send function, e-mail messages can
also be sent via the DOCUMENTS Manager.
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8. User Management

This area is used to set up accounts for the users to be granted access to
DOCUMENTS 4 or this archive component.

To do this, select the All Accounts entry in the tree structure, and click the New
button.

Fig. 23 shows the General tab of the dialog for creating a new user account.

r ~
@ buch [Bernhard Buch] - Benutzerkonto [P s
Generellss | privats Angsben | weiters Adresse | Bemerkungen | Documents / Archiv Einstslungen 1 | Documents Einstellungsn 2 | Eigenschaftsn
Benutzstkonto Organisatiorszugshirioket
Login Status Oiganisation orgEmployess =
letztes Login (0,089,208 1204:45 Mewsletter Zusatz
Kennwort glitigbis [[]12.07.2011  [@+ [ keine Kennwoténderng [] Pastanschiift der Organisation verwenden
Zugifisprofie Employee, Everybady, Aduinistratian - Pastanschit A
Yorgesetzler schreiber [Will Schieiber] =
Persanalien
Amede Tiel S——
Vomame Bempard Sprache () Sprache 1 ® Sprache 2 Sprache 3
Nachname Buch Sprache 4 Sprache 5 Sprache B
Pasition enwaltungsangesteliter Zahlungzarten Shop
eMail b buch@paschil de & gesibt [Tl Rechrung [ Nachnafme
Telefon Fax [[vorkasse [7] Lastschrift [7] Kreditk arte:

Matilfon Sonstige

Zugiffsprofile | eingeschrankte Zugiffsprofile | Aktuelle Yorgange | Documents Ordner | Documents Yertreter | Vorgesetzter von | Eigenschaften

Ea=1]
in Portaksprache 1
Vemwaltung
Uoemetmen | [ New | [Abbrechen | (@] (] [ Kennwortandem | [Kopieren von... | [ Indie Zwischenablage kopieren

&

Fig. 23: The "General" tab

Specify a Login name as a unique ID first. This is bound to a host of restrictions:
Initially, you may not use any special characters or umlauts. The length of the
name is limited to 45 characters and the name must be unique principal-wide.
This additionally implies that there may be no access profiles that use the same
name. This uniqueness is checked when saving. After initially saving the user, the
login also becomes read-only, and can then no longer be changed.

Ensure that the status is set to released and enter other particulars.

The Documents / Archive settings 1 tab is used to control the policies for accessing
DOCUMENTS 4 and to allocate global permissions.

Name the license type to be used here and, moreover, determine that the user
should have access to the archive component, the Web-side DOCUMENTS 4
application or the workflow client.
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The Display user in Documents lists checkbox controls that the user should be
displayed in the lists of "ad hoc" routing or in the user selection lists in
DOCUMENTS 4.

Moreover, the Access profiles tab lets you define the user's group memberships.

Eventually, create such a profile for the user via the Password button. After saving
the dialog, the user can log in to DOCUMENTS 4 using their credentials and
password.

The Documents settings 2 tab incorporates some aspects that DOCUMENTS 4
enables the editors to set for themselves. These include e-mail settings and the
option to enter scheduled absence.

In case an editor's absence is unscheduled and therefore editing or sending
DOCUMENTS files is blocked, the Documents settings 2 tab lets you set absence
for other people (Fig. 16). To do this, enable the User is absent checkbox, and
optionally configure an absence message. Moreover, the Delegated files for
information lets you add a function that will place all DOCUMENTS files in the
absent user's Inbox. In this way the absent user is informed about which files a
delegate has edited.

However, the Delegate current processes to button is most of all important here.
This allows you to enter the /ogin name of an absent co-worker in a dialog, so all
currently blocked DOCUMENTS files of the absentee will be delegated to the
selected user for editing.

Ahzence
[T User is absent

[[]5end abzence meszage

Abgzence meszage

[7] Delegated files for information

I Delegate curent processes ta... I

Fig. 24: Absence management
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Assigning access profiles

The Valid access profiles tab (Fig. 17) lets you assign the user different access
profiles that already exist. For more information on creating and using access
profiles, see 7.2.

Walid access profiles l Current processes | DOCUMENTS folder | DOCUMENTS delegate | Line manager of | Propeties

= @
Profile narne Partal Language 1
Service Service
Everybody Jeder

Fig. 25: Access profiles of an editor

On this tab you will see all access profiles to which the user is currently assigned in
a list view. The top right section of the tab provides buttons for more assignments
or deleting assignments. The left button enables you to assign the editor more
access profiles. This opens a searchable dialog for selecting from all profiles that
already exist (Fig. 18).

.
& Please chose an element of "Access profile’.

Search [<all text colurnnss v][” v] ¥

Profile name
Enployes
Cuistanmer
WwiehE ditor
Dviztributaor
Service

m

Everybody
Diirectorz

Warehouse

hodesi it bic _
4 Ll 2

[ Select ][ Cancel ]

A =

Fig. 26: Dialog for assigning access profiles

Mark the desired profiles here, and click Select to assign them.

Assignments are deleted by initially marking the access profile to be removed in
the list (see Everybody profile in Fig. 17). Then click the button to delete the
connection. Here only the assignment between editor and access profile is

removed. The access profile itself is not deleted through this action (see chapter
4).
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DOCUMENTS AREA

In the Documents area you determine the business concept of your principal by
defining file types. You define which data the users can enter in DOCUMENTS 4
and you facilitate document storage. For each file type fields are created which
are displayed on the cover of a DOCUMENTS file in DOCUMENTS 4. Depending on
the field type, users can enter specific information.

DOCUMENTS files are displayed in public folders which are also created in this
area. Filter criteria are used to control which files are displayed in a folder.
Moreover, you can limit the group of users for each file type by allocating
permissions. Step by step you can build a document management system for a
wide range of business units and purposes of use.
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9. File Types

File types are the key element in DOCUMENTS 4 because all connected data is
saved in the form of digital files. These can be compared to the popular files or
folders used in everyday office life; they contain a wide range of documents and
information.

You should therefore define a separate file type for each category of managed
documents (e.g. invoice, vacation request, contract) to provide the different
pieces of information.

The appearance of a file type with regard to contents and structure of the entered
data is defined through its fields and tabs.

Fig. 27 shows an example of a DOCUMENTS file of the /nvoice type from the demo
scenario peachit. This is organized in three tabs named Fields, Documents, and
Status. The Fields tab (open in Fig. 27) manages — as the name suggests - fields
and provides the most important information specifically on an invoice.

The fields defined for the file type are displayed on the Web in DOCUMENTS 4,
and are maintained by the users. Ultimately, fields are used to clearly visualize
the essential information from the invoice document and make it specifically
searchable without requiring the user to open the actual document.

The actual invoice document is stored on another tab of the DOCUMENTS file. In
addition to a field tab (i.e. a tab that can include fields), you therefore need to
define a document tab. This provides an entirely different functionality from the
field tab because it is designed to upload and display documents; however, it is
equally an integral part of each DOCUMENTS file of the corresponding type.

Fields Documents (1) Status

Title Invoice 04020001 from OKIA
Invoice 04020001 from OKIA (2340 87 EUR) (2340,87 EUR)

Supplier

OKIA

Status Document no. Invoice no. Order no. Ow ner

received =] 04020001 1254887555 4987322 11/10/2011 08:25 Documents, Import
Invoice date Invoice receipt Booking date Due date Last edftor

02/24/2004 Q 117102011 g Q Q 111102011 08:26 Documents, Import
Net amount VAT Total amount Skonte

2340.57 | 0.00

Consumer Audit date ) o
I Schreiber, Willi ;I @

Fig. 27: Displaying a DOCUMENTS file in the DOCUMENTS 4 Web application

DOCUMENTS Manager User Guide 33



In the tree structure, select the Filetype entry and click the New button to create a
new object. Fig. 28 illustrates the basic structure taking the example of an existing
file type from the peachit scenario.

] File type: fiinvoice (peachit_fi20110000000000) [ ? ||

General lAdvanced selllngs] Workflow Archwmg} Aclluns} Scripting | Properties

File type:

Feleased

Name [T

Display name  en;Invoice de:Rechnung

AutaTitle  de:Fechnung ZdocumentMo von Zcompany® [Enetdmount EURY; endrvoice %documentNo from Zcompanys [%nel

File class protection [cnmpany (String) -

Document options
Open first document immediately

[ Automatic dacument versioning
Enable automatic dacument indexing

Max. amaount registers

Fields ]Tahs I Hitrasks | Search masks | E-mail templates | Document templates | User-defined actions | File permissions | File class protectmn]

23 & @
Mame Display name: Type M andatory Same line as previous i
company de:Lieferant;en:Supplier String
status e Status;de: Status Enumeration
documentMo de:Belegnr ;en Document no. String s =
invoiceMo de:Rechnungshr. ennvoice no. String s
ordeila de:Bestellnr. ;en:Order no. String +
invaicellate de:Rechnungsdaturn;en:nvoice date Date
invoiceReceipt de:Eingangsdatum;en:invaice receipt Date '
bookingD ate de:Buchungsdatum;en Booking date Date '
dueD ate de:Falligkeitsdatumn;er:D ue date Date s
netdmount de:Mettobetrag;en:Met amount Nurneric
VAT de:MwStenvAT Numeric L il
o e - . - -
< m r
Apply XML export Preview Change files
L 9]

Fig. 28: Structure of a file type

9.1 General

Allocate a unique name and an ergonomic display name first. The name may not
contain any umlauts or special characters; it should be chosen in such a manner
that the data to be managed can be recognized by it (e.g. ftInvoice for the
Invoice file type, where ft is the abbreviation for file type).

If the created file type is to be used in DOCUMENTS 4, you will have to enable the
Released checkbox.

The display name may appear in multiple languages through the use of the
Locales defined for the principal, as the following example illustrates. Here, de
and en represent the corresponding locales. A colon is followed by the ergonomic
name of the desired language. The separator used between two language entries
is a colon:

de:Mitarbeiter;en:Employee;
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AutoTitle

DOCUMENTS files are named via a title. The users optionally enter this title as free
text, or the system automatically allocates it. In the case of system allocation, the
structure is, by default, a combination of the name of the file type and the
timestamp of the creation of the relevant DOCUMENTS file.

This structure can be customized by allocating an AutoTitle which combines static
text and field values of the DOCUMENTS file. To differentiate, referenced field
values are enclosed by percent signs. In the example from Fig. 28 the AutoTitle
has the following structure, where field values - unlike static texts - are
highlighted in yellow:

de:Rechnung %documentNo% from Scompany% (%$netAmount$ EUR)
In Fig. 28 below, moreover, the fields used here are shown.

When using an AutoTitle, the users naturally cannot specify a title. Entered field
values are automatically imported into the file title when saving DOCUMENTS
files. Fig. 29 illustrates the context, where the AutoTitle is displayed in the dark
section on top.

Invoice 4455 from Okia Mobelhaus (100.00 EUR)

Edit | Actions

Documents (0) Status
Title
Invoice 4455 from Okia’Mobelhaus {100.00 EYR)

Supplier
Okia Mobelhaus

Status Invoice no
received 4456
Invoice date Invoice receipt Booking date
07/22/2011 0772612011
Net amount VAT Total amount
100.00 19.00 119.00

Fig. 29: Field values in the AutoTitle

The use of AutoTitles is particularly useful with inhomogeneous hit lists such as
Searching across multiple file types, in the Inbox folder or in the Recently used
folder. Here file titles are useful which provide information about the respective
type and the most important contents. Fig. 30 in this context shows a folder
containing two DOCUMENTS files of different types and with different titles.
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Willi Schreiber Overview = Recently used

i’] lg “ {i, m‘ I:'ll Actions...

Recently used
[ Title

[ |:| Invoice 4455 from Okia Mabethaus (100.00 EUR)

[l @ | invoice 04020002 from SQC (506,00 EUR)

Fig. 30: Folders containing DOCUMENTS files of different types

9.2 Fields

By defining fields you determine which information and data is saved for a specific
DOCUMENTS file (in addition to the documents). Fields are always defined in the
context of a file type, so all files of a type have an identical data structure.

Fields are either displayed on the (implicitly present) file cover or on an explicitly
created field tab.

The values are normally entered by the users; however, automated (pre-)entries
are also possible, e.g. the timestamp of creation of a new DOCUMENTS file.

Fields are created on the tab of the same name of the desired file type via the left
button.

9.2.1 General

On the General tab (Fig. 31), enter a name first. The use of umlauts or special
characters is not permitted. In the next line you enter a(n optionally multilingual)
label. The None checkbox can be used to explicitly forego the use of a label.
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General | Exits | F'ropertiesl

Mame [EEEEET

Display name  de:Ligferant;en: Supplier [C]Mone
Type |Sking - Scope |Unresticted VI
Lt b asimum length [ t4 andatory
Erumeration values - Sorted
| ]
Yfidth [pivels) Height [pisels) [ wirite-protected
[T 5ame line az previous Drizplay in file view
Display i hit list Show in seanch mask
[7] Requires edit comment [ Log changes in status
Walue / Default -

Field access rights | Tabs I

ey ;)

Group |dzer Read ke

Apply [ [ e ][ Caticel ] <o @

Fig. 31: Entry dialog of a field

9.2.2 Field type

Type defines which data the field can hold. Besides these contents, the
appearance of the field is influenced by selecting the type. The most important
field types have the following properties:

String: A string may take alphanumerical values; its height is limited to one
line.

Checkbox: Checkbox which is enabled by putting the checkmark in the box.
Date: Date field including checking the entered date and automatically
entered selection calendar. This can be opened via a button next to the field
on the right.

Enumeration: List with a fixed selection of enumeration values, automatically
sorted on request.
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- Horizontal ruler: This field type is used for better structuring and division into
the form sections. In Fig. 27 for example, the "Audit" heading is nothing other
than such a horizontal separator. An area grouped by such a separator can be
collapsed and cascaded on the user side.

- Numeric: Field type that only accepts number values. You can additionally
define a unit (e.g. a currency or a dimension) and an enumeration value n . 2
for numeric fields, so two decimal places are automatically created on saving
(other numbers are also allowed).

- Text: As with the string, alphanumerical, except that text fields are multi-line.
A vertical scroll bar is used for scrolling.

- Reference: Reference fields replicate a link to another transaction file. Here
you must determine which file type should be referenced and which fields of
the file type should be entered in the reference field. For more information on
the exact syntax, see in chapter 9.2.6 below.

- HTML: Basically, this is a text field; however the content is saved in HTML
format, so some text highlighting options (bold, italics, etc.) are provided.

- Double selection list: Basically, this field type is also an enumeration; unlike
the enumerated list, however, you can enter multiple values.

- Bool: Yes/No field.

- History: Also a text field. The contents, however, continue to be recorded
chronologically and an automatic note is made saying when and by which user
the entry was continued.

The maximum length allows limiting the entry to a number of characters.

When you enable the Mandatory checkbox, the DOCUMENTS file can only be
saved if the field is populated.

9.2.3 Enumeration values

If you have selected a new field of the Enumeration or Double selection list
type, you need to insert the individual enumeration members here. For all other
field types, an entry in enumeration values is not expected. Entries are simply
separated by pressing the ENTER key. Enumeration fields appear in drop-down list
format. This drop-down list cannot accept values other than the defined
enumeration values.

The Numeric field type in turn is an exception: As described above, the
Enumeration values attribute can be used here to define a fixed number of
decimal places (e.g. n.2).

When you enable the Sorted checkbox, the individual entries will be automatically
sorted in DOCUMENTS 4 (a..z or 1..9), even if you have entered the values
here in a arbitrary order. This option is only useful for the above fields of the
Enumeration and Double selection list types.
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9.2.4 Size and order

By default, a field always occupies the entire available form width. Optionally, you
can specify a width (in pixels) to control this behavior. Analogous, the height can
be specified in pixels for multiline field types.

If multiple fields are accommodated in a single line, these will proportionally share
the available space. If a fixed width is entered for a field, the other fields will
proportionally use the remaining width.

The Same line as previous checkbox is used to define that a field is not positioned
in a new line but displayed in the same line as the field that is residing directly in
the field list above the previous one. This, then, is the previous line. You control
the order of the fields (and, with it, the question of the respective predecessor)
via the buttons with the blue arrow icons or via Drag& Drop in the field list.

This position allows consulting Fig. 28 and Fig. 29 again: The order of the fields in
DOCUMENTS 4 corresponds to the order of the field list in the DOCUMENTS
Manager. Moreover, in Fig. 28 it is determined for the "Document no."
(documentNo) and "Invoice no." (invoiceNo) fields that these should be
positioned in the same line as the predecessor. In Fig. 29 the document number
can be found after its predecessor Status and, (still) in the same line, the Invoice
number in turn after its predecessor Document number.

9.2.5 Display options

To make a field visible, you need to display it in file view. This option is enabled by
default; it can be removed when required, e.g. for auxiliary fields. Thus, you can
save specific values for a DOCUMENTS file which should not be viewed or edited
by the users.

The Display in hit list checkbox causes the field in the tabular overview of a public
folder to be displayed.

Another option named Show in search mask ensures that this field is taken as an
independent filter criterion when using the global search. When this checkbox
remains disabled, this field can only be searched via the integrated full text search
engine.

When creating a new DOCUMENTS file, a field is automatically used with the
optional entry from Value / Default setting. To prevent subsequent changes to the
default setting by users, you can also use the write-protected option.

9.2.6 Using reference fields
Reference fields replicate a link to another transaction file. Here you must
determine which file type should be referenced and which fields of the file type
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should be entered in the reference field. Fig. 32 shows an example of a reference
field.

Delegate
Stern, And rea| @

Fig. 32: Reference field

In edit mode, you can select a DOCUMENTS file to be linked with the relevant
DOCUMENTS file via the icon to the right of the field. The selection is made via a
dialog window with an automatically integrated search function.

When saving the DOCUMENTS file afterwards, you can directly jump to the
referenced DOCUMENTS file via the same icon by clicking, and view all
information in single view there.

When creating a reference field, at least two pieces of information that must be
entered in a specific syntax are useful:

- Line 1: Technical name of file type, the DOCUMENTS files of which should be
made available for selection. Separated by a dot, this is followed by a key field
that can uniquely identify any DOCUMENTS file of this type.

- Line 2: Fields of the referenced file, the contents of which should be entered
in the reference field.

Fig. 33 shows an example of the definition of a reference field which references a
user's delegate with the last name and first name in the peachlIT environment.

|| hrsubstitute (Enumeration) - Field cd |

General | Exitzs | Pruper‘(iesl

Mame |hrDeIegate

Dizplay name Ide:Vertretung,‘en:Delegate,‘ [ Mone
Type IHeference j Scope IUnrestlicled j
writ, | Weodmum et [ ¥ Mandstory
Enumeration walugs | fEmployees hrLogin ;l I_ Sorted

YhrLastMame %, ¥hrFirstMame %

Fig. 33: Syntax of a reference field

In Line 1 it is determined that the reference generates a selection dialog in which
only files of the Employee type (ftEmployee) are available for selection. These
are identified via the hrLogin field. It is presumed that the login name of an
employee is unique system-wide.

In Line 2 you define which fields from the linked DOCUMENTS file should be
entered in the reference field, i.e. which fields are visible as field content.
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In Fig. 32 the last name (hrLastName), followed by a comma and then by the first
name (hrFirstname) is entered in the reference field as an example. You will
obtain all additional information on the referenced DOCUMENTS file anyway by
clicking the reference because in this way you jump to the individual view of the
referenced DOCUMENTS file.

Fig. 33 shows the corresponding structure in Line 2:
%$hrLastName$%, $hrFirstName$

The fields from the referenced DOCUMENTS file are enclosed in the reference
field by the usual replacement flags (%), as is customary with e-mail templates,
auto titles, etc.

9.2.7 Field access rights

Specific fields can be equipped with special permissions within a DOCUMENTS file.
This is useful, for instance, when a file type is used by different addressees but
specific information should not be accessible to the entire group of people. Thus,
for instance, the salary could be entered in the Employee file type from the
peachlT principal. However, it should only be visible to the directors. Other users
who, for example, enter the employee's sick notes, should not be allowed to view
this information.

Such scenarios can be implemented via field access rights.

To allocate such a right, go to the corresponding tab and click the button to Create
new record.

The dialog shown in Fig. 34 lets you allocate permissions for any combinations of
user accounts (including editors) and access profiles (in this example, groups).
These are always assigned sequentially. So, access profiles with identically
scheduled permissions cannot be authorized through multiple selection in a single
step; instead, they need to be processed one after the other.

Permissions should preferably always be allocated at access profile level. In
practice, controlling and subsequently entering the personal permissions of
individual (changing) users transpires to be complicated in the long run.
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& Mew - Field access * I. ? -E:h]

Group Directors £
Uszer

Fead access

o | \frike access

[ 0k ] | Apply | | I e | | Cancel

b 4

Fig. 34: Field access rights

This always grants read access to the field. Another checkbox allows granting
additional write access to the selected access profile or user.

Overall, the principle of a positive permission applies here: Until permissions have
been allocated, all existing access profiles and users have full permissions on the
relevant field. However, once a permission has been allocated, all permissions are
withdrawn from all other access profiles and users. So, when starting to allocate
permissions for a field, this must be persistently completed for all existing access
profiles and users. For this reason, the read permission cannot be de-selected. If
a user should not be granted permissions to the contents of this field, you simply
allocate permissions for all other items, but not for this user.

9.3 Tabs

In addition to fields, tabs represent another structuring feature of DOCUMENTS
files.

Each file type at least contains a tab to display the contents. This file cover is
implicitly always available; you do not have to create it.

Each field created is initially displayed on the file cover unless it is expressly
assigned to another tab.

Other tabs can be added to any file type where, unlike the file cover, an individual
tab type is defined for new tabs. By allocating a type it is determined which type
of information is to be displayed on the tab. Each type is optimized with regards
to its use and automatically provides essential features for the managed
functions. The most important tab types are explained below.
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9.3.1 Field tabs

Field tabs display the fields of a file type. The implicitly existing file cover ensures
that creating new field tabs is, in principle, not necessary because the file cover
itself is implemented as a field tab. Yet in specific scenarios creating other field
tabs makes sense: Transparency with complex file types including a variety of
fields will improve when transferring related fields to another tab. Moreover, a
permission concept can be implemented where specific users or access profiles
may view or edit only parts of a DOCUMENTS file. Here the corresponding fields
can be placed on separate tabs where permissions are implemented at tab level.
This is significantly easier to administer than allocating permissions at the level of
individual fields, although allocating permissions at field level is also possible.

9.3.2 Document tabs

The data files and documents of a DOCUMENTS file are managed on document
tabs. Basic functions for uploading, displaying, renaming or deleting documents
have already been implemented here.

Fig. 35 shows a document tab in DOCUMENTS 4. The documents are displayed in
a list; the document-specific functions that this tab type automatically provides
can be found above it.

Actions... A
7% DropZone

|:| Document name Size Date modified Time modified @ Version

[ I:] rech_okia_feb_2004.tif | 63.9 KB | 0%/08/2011 09:35:18 1.0

Fig. 35: Overview of a document tab

Clicking a document from the list will change appearance. The document is now
displayed in an internal viewer on the tab (Fig. 36). A section for selected fields
can be found to the left of the document, i.e. the document tab additionally
applies the functions of a field tab here to enable direct comparison of the
contents and field values.
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Supplier

Okia Mbelhaus

Invoice no.
4458

OKIA Mébelhaus GmbH Rechnung

Sehvarist 35
11119 Batiptadt

Document no. Tol: 12458 / 55755

o Fr: 12428 ) 6548708
55 Dahum Kundan-Nr.

24.02.2004 364597

Met amount chnungsnummes Auftrags-Me /Lisfar-Nr.
P 1284887555 4387333

Toastlp Muster GmbH Lisferbedingungen Bastolll durch:
Coensumer Hummehwey 158 FRET HAUS Bernhard Oppen

Schreiber, Willi 00011 Gartenstadt

Liefardatum
#3.02.2004

Controlier E\NGEEV:GEN‘

oy Feb il

Zahlungsbedingungen
30 TAGE NETTO

Fig. 36: Document in internal viewer

Documents or data files are saved in their original format on the server, so there
are no limits with regard to their file format. So, all types of data files — from
Microsoft Office documents through to digital images — can be saved in a
DOCUMENTS file.

9.3.3 Link tabs

Link tabs replicate references between different DOCUMENTS files. Such a tab
therefore provides a list of DOCUMENTS files linked or connected to the current
file. Which other DOCUMENTS files are displayed on this tab is determined by
filter criteria. These allow initially defining filters for file types or EAS sources. At a
deeper level, other filters can be augmented with field values existing there, so
not all DOCUMENTS files of the selected types are linked but only those where
other content filters match. Fig. 37 shows an example from the peachIT principal:
On files of the Employee type you can create sick notes (Sick certificate) and
vacation requests (Vacation Application) for the relevant employee using a
button. Both are independent file types which, however, are inevitably connected
with the Employee files. On the Employee files, sick notes and vacation requests

are therefore referenced on a link tab named Absence.

> Schreiber, Willi [00001]
» || Edit Wacation request Sick note Record |f-‘~t:1ic:-ns... j | Copy to... LI
Department Department name:
12 legal department
Employee Mo. First name: Last name
oooo1 Willi Schreiber

Fig. 37: Link tab on employee absence
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Fig. 38 shows the referenced DOCUMENTS files of absence on the link tab. When
you click on one of the entries, the referenced DOCUMENTS file will open in single
view.

@45 Overview = Employees = Schreiber, Willi [00001] = Absence

p || Edit Vacation request Sick note Record r

Employee Mo. Lastname First name Type
@ ooood Schreiber Wil Sick certificate
@ Dooo1 Schreiber Willi holiday

Fig. 38: Contents of a link tab

9.3.4 Early archived documents

This tab type can be used when an archive system is connected and the uploaded
documents are stored directly in the archive, but not the related DOCUMENTS
files. The latter will initially be retained as processes in DOCUMENTS 4 and in this
tab override documents that have already been archived.

9.3.5 Tab access rights

Specific tabs can be equipped with separate permissions within a DOCUMENTS
file. This is useful, for instance, when a file type is used by different addressees
but specific information should, however, not be accessible to the entire group of
people. Thus, for instance, sensitive documents might be entered in a separate
document tab that can only be viewed by the directors in the Employee file type
from the peachIT principal.

Such scenarios can be implemented using tab access rights.

To allocate such a permission, go to the corresponding tab and click the button to
Create new record.

In the dialog shown in Fig. 39 lets you allocate permissions for any combinations
of user accounts (including editors) and access profiles (in this example, groups).
These are always assigned sequentially. So, access profiles with identically
scheduled permissions cannot be authorized through multiple selection in a single
step; instead, they need to be consecutively processed.
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® Mew - Tab access I. ? ﬁ]

Group
User
Fiead access [read included documents]

Write access [change documents]

Create permizzion [add new documents)

Move permizzion [move documents)

Delete permizzion [remove documents)

Allove wersioning

Allow annotations

k. ][ Apply ] [ = ][ Cancel

Fig. 39: The Access rights tab

Read access to the tab is always granted here. Other checkboxes allow granting
the selected access profile or user additional permissions (e.g. modify, add,
remove documents, etc.).

Overall, the principle of a positive permission applies here: Until permissions have
been allocated, all existing access profiles and users have full permissions on the
relevant tab. However, once a permission has been allocated, all permissions are
withdrawn from all other access profiles and users. So, when starting to allocate
permissions for a tab, this must be persistently completed for all existing access
profiles and users. For this reason, the read permission cannot be de-selected. If
a user should not be granted permissions to the documents of this tab, you simply
allocate permissions for all other items, but not for this user.
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9.4 Hit lists

When starting a public folder in DOCUMENTS 4 all DOCUMENTS files contained
therein will be displayed in a tabular overview — of the hit list.

A hit list is implicitly already available for each file type; however, it cannot be
accessed as a visible object. This is defined via the "Show in hit list" checkbox on
individual fields. This implicit hit list therefore displays all fields in whose
configuration dialog this checkbox is enabled. In this case, the order of fields
within the hit list depends on the order of fields in file view.

Other hit lists can be created for each file type on the corresponding tab of the file
type configuration. Such a hit list will then be configurable regarding selection and
order of displayed fields.

It is created in the file type dialog on the Hit list tab as usual via the button on the
left, initially opening the intermediate dialog shown in Fig. 40.

il - |
& Create new hitlist @

Mame tRecord_hitlist

Fields to conzider [u:unl_l,l figldz with the option "'zhow in hitlist' v]
all Fields
oaniy "FEI = l.-'-.l.t i t'E: [n] ||:I|:| i II:E: glalt) I '.t .:E:t“
oK ] [ Cancel I only fields with th ion 'ghow in hitli

e

Fig. 40: Create new hit list

Give the hit list a name here and also choose whether all fields should be included
or only those fields where the "Show in hit list" checkbox is enabled.

The latter case comes in conveniently when you have already made the right
choice through the "Show in hit list" checkboxes on the individual fields but the
order of fields in the hit list should differ from the order in file view.

After you exit this dialog, a new hit list is created which can be opened on the tab
by double-clicking. Fig. 41 shows the configuration dialog. Besides the already
allocated name, an optional multilingual label and a description can be added.
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The hit list columns are managed in the bottom section. These correspond to the
fields determined in advance and can be extended, deleted or put into a new
order via the buttons. The order from top to bottom is, of necessity, transformed
in DOCUMENTS 4, and therefore shown from left to right.

Deleting a field from a hit list only causes this field to be no longer displayed
here. Whereas the actual field object is not deleted.

# ftRecord_hitlist - Hitlist L2 [

Name [[FIEEEERCIE

Label  de:Standardirefferliste emDafault hitlist

Description
Instance
walid fram
Hash
Colurmng =
Lahel Field
de:Personalnunmnier;en:Emplayes Mo, hrEmployeeMa [Aeference)
de:Machname;en:Last name; hiLastt ame [Sting)
deVormameen:First name; hrFirstM ame [String)
de:Arten: Type: hrType [Enumeration]
de:Bemerkungen;enRemarks hrRemarks [Text)

Apply [ Mew ]’ Cancel ]

= F——p— — ]

Fig. 41: Configuration dialog of a hit list

The same method can be used to create more hit lists which will then be provided
for selection to DOCUMENTS 4 users. By default, the order of their arrangement
on the file type's tab is also decisive for hit lists. It is always the (top) list that is
used unless a user explicitly selects a different hit list.

Selecting a hit list is via global DOCUMENTS 4 search. When searching within a
file type a user can influence how the search results are represented (see Fig. 42).
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Searchmask Hit list Default hitlist ~

Hit lists.

Default hitiist

e |

e erms Search »>>

File types
[0 Employee Full text
(] Invoice
= Date created E =
|| Order
[¥] Record Date modified [ =

Fig. 42: Selecting a hit list

Creating different hit lists is of advantage particularly for complex DOCUMENTS
files because it allows specific user or interest groups to optimize the search
results to the fields relevant to them.

9.5 Search masks

Search masks provide a field selection that can be used as filter criteria for global
search in DOCUMENTS 4. Appearance has been optimized for the respective field
types. Numeric fields or date fields are, for example, automatically displayed with
two fields for start and end to facilitate search within an interval. Fig. 42 in this
context shows such a search mask for a selected file type.

Overview = Advanced search

Reset search terms Search ==

File fypes
L]} Employea Full texct |
:: 2:;:& Date created Q io @
[ Record Date modified E =
[T Sicknote Owner
[~ Wacation request Last aditor
Search sources Employee Mo.
[+ current processes Last name
I/ Storet First name

Type I j
Saved searches Remarks
| selection... =] X Sort by | =] & ascending
Save search as " descending

=

I Reset search terms Search ==

Fig. 43: Search mask including full text and fields as filter criteria
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The properties of a search mask are similar to those of a hit list because these two
elements can also be used together. The result of a search is always displayed in a
hit list.

Analogous to hit lists, search masks are also objects that are defined for the
respective file type. Also, each file type includes an implicit search mask that is
determined by the "Show in search mask" property through its fields. So, if no
other search mask is defined, all fields with the named checkbox enabled will be
available for selection as filter criteria for the relevant file type in global search.

Creation of a search mask is performed on a file type's tab of the same name; it is
identical to creating a hit list. This also implies that optimized search masks can be
created for different interests and selected by the users, where selection and
order of fields can be arbitrarily customized.

Additionally, a checkbox can be used to include another field for a full text search.
Search terms initiated here are then searched throughout the DOCUMENTS file.
Depending on the search method, the full text search can also be expanded to the
full text indexed documents of the DOCUMENTS file. Fig. 44 shows a search mask
with only two fields without the option of a full text search, while in Fig. 43 the
full text search above the file fields is active.
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[ Fulltest search
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Hazh
Fields e = g
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|
de:Machname:enLast name; hrLastM arne [String)
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1 | 11 3
Apply [ Mew ] [ Cancel
L. o

Fig. 44: Customized search mask

9.6 E-mail templates

Any e-mail templates whose contents are generated based on a template and
which are sent either through user actions or specific events that occur can be
defined for each file type.

The contents can be created as a combination of static text and values of existing
fields. Moreover, auto texts can be used which provide various environment
variables.

In the bottom section of the file type dialog, open the E-mail templates tab, and
click the button to create a new template, whereupon the dialog shown in Fig. 45
opens.
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[

- VacationApplication - E-mail template -

Type [El:ustom mail action vl

Scope | nesticted A

Mame ‘/acationdpplication Active

Mame  de:llrlaub genehmigten: vacation okay
Sender  Zcumentll ser. particulars. eMails:
Recipient  %ref hiE mployes o.hE mail%
[
BCC

Subject  de:Urlaub genehmighen:vacation okay

Content
Dear Zref hiE mployeeto.Firsth ame? Zref hiE mployeeM o, Lazth ame?

Your application for leave with absence of ZhrStartDate? to ZhiEndD ate i= approved.

o agent iz hrSubstibute’,
The residual leave for this vear iz ZhiRemainingD ays0 R acation?.

Regards,
EuzerFullnamel

Subject and contents can be changed by the uzer

Fig. 45: Dialog for creating an e-mail template

The Type list contains five entries that define the respective action causing the e-

mail message to be sent. In a custom mail action, the e-mail message is sent

manually by the user. This is performed via the Actions list, which is extended with

an entry for all DOCUMENTS files of the type that triggers sending the e-mail

message. The name of the entry is in turn defined via the Label field.

The Default mail action is also started via the Actions list; however, it does not

have a freely definable name, but it is submitted through the default command
Send.
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The other actions are automatically sent by DOCUMENTS 4 once specific events
occur; they notify the user about their occurrence. These automatic events are:

- New file in Inbox: If a DOCUMENTS file is placed in a user's Inbox by sending it
or via a workflow, the user will be notified via the mail template entered here.
Only one template of this type can be defined for each file type. Using the
auto text $fileLink%, which generates a hyperlink to the DOCUMENTS file,
is useful here. If the user follows the link from the e-mail message, this
DOCUMENTS file will open immediately after login.

- File returned from routing: The initiator of a routing action receives an e-mail
message based on this template once sending the DOCUMENTS file has been
completed. It is therefore not required that you observe the routing.

- File during absence: During active absence the original user is notified via this
mail template about which DOCUMENTS files were edited by the selected
delegates.

Sender and recipient (also applies to CC and BCC) can either be fixed addresses, or
be inferred via field values or auto texts. An example of dynamic addresses is
shown in Fig. 45 for the peachit demo. A custom e-mail template was generated
for the ftvacationApplication file type which reads the recipient's mail
address from the ftEmployee file type via a reference.

The message's subject line and its content also allow you to continue using field
references or auto texts. Finally, you can also define whether subject and content
of the e-mail message can be changed by users. Fig. 45 shows an example
including static text, dynamic field values, references and auto texts for the
ftVacationApplication file type. Finally, enable the new template by
clicking the "Active" checkbox to make it available to the users.
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9.7 Document templates

Comparable to e-mail templates, document templates provide the option to
generate documents predefined in terms of contents.

When you create a new document template via the corresponding button, the
dialog shown in Fig. 46 opens.

i hl
A Vacationfpplication - Document template @ﬂ—hj
Template type | Tocumert tempiate i Scope | |nresticted -
Name ‘acationdpplication Active

Display name  de:Urlaubsantrag druckenPrint vacation application

Data file yacationapplication.itf K
Tabbed pages [< o5 v]
Daocument narme [profile] E stenzion

[7] &dd when creating new files
[7] Search template for replacement tags
[7] Change document name

[~] Open document immediately

Apply Generate POF file cover template

L. ¥

Fig. 46: Integrating a print template

When creating a new print template, selection of the template type is crucial.
DOCUMENTS 4 provides three variants for selection here which fulfill significantly
different purposes:

- PDF cover template: This type enables generating a PDF document from a
DOCUMENTS file. This PDF document is at least composed of an overview of
fields as printable file covers. Optionally, attached documents can also be
integrated.

- Print template: Templates of the Print template type generate documents
based on a predefined rtf file. When a user starts this action in DOCUMENTS
4, a document is created and opened immediately so it can be printed.

- Document template: Like the print template, a document is also generated
based on an rtf file here. Unlike the print template, however, this will not be
opened but saved in a document tab of the DOCUMENTS file.
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9.7.1 PDF file cover templates

Specify name and label first, and then click the Generate PDF file cover template
button. The DOCUMENTS Manager automatically creates a file named
cover.xml. This includes a tabular structure of all file fields and can be
individually customized. Enable the template using the checkbox.

When a user starts the related action, a PDF document with the structure from
the cover. xml file will be generated.

Optionally, attached documents of the relevant DOCUMENTS file can also be
integrated with the generated PDF file. When starting the action the users can
select in a dialog whether to generate the PDF only from the field values or also
from the documents (Fig. 47).

Selection of documents to be printed

Here you have the opportunity to select the index fields and the documents of this folder you want to print. You may
select only files the system is able to print, though.

Print preview Cancel

Documents = jndex fiekds
[+ print all documents

™ 2] (okia_feb_2004 fif)

Fig. 47: Selection of documents to be printed

To do this, however, it is assumed that, depending on the file type of the attached
documents, an appropriate PDF converter is installed.

In principle, this template type can be used to combine the entire content of the
DOCUMENTS file, including all documents, into a single PDF file.

9.7.2 Print and document templates

Print and document templates facilitate, based on a predefined text template,
generation of complete documents in rtf format, for example. These represent
a combination of static text passages and the values from existing fields or auto
texts.

Both template types are by definition also similar in their use. Their behavior
differs only in providing the generated document: After generation, a print
template immediately opens in a window of the assigned text editor, and can be
printed, edited or saved. Whereas a document template does not open but is
added to a fixed document tab of the relevant DOCUMENTS file.
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It is true for both template types that the template is initially created in an editor
or text processor and that a text file (e.g. txt, rtf or docx) must be created
there. Binary formats such as Microsoft doc format are not supported.

These templates let you reference the values of existing fields or revert to auto
texts. The documents are then automatically populated with these values, which
largely eliminates the need for the manual process of transmitting the field values
to documents. Documents based on a template are created by a user at the touch
of a button and are automatically generated, where users can subsequently edit
and change them.

Basically, notation on using field values or auto texts works as with e-mail
templates, where the type of template specifies an essential difference here:
While subject and content of an e-mail template can be used directly in the
DOCUMENTS Manager due to the simple structure, the document must initially
be created and then uploaded to the DOCUMENTS Manager for the use of a
document template (see entry in the File field in Fig. 46).

Document templates can be created in any application that supports the file
format.

Integrating field value is performed as usual by enclosing the respective field
name in single or double percent signs (%%). Fig. 48 shows an example of a
document template for the Vacation request file type from the peachit scenario.
The inserted graphic is representative of the option to implement a corporate
design in these templates.

R -0
=) [artal METMP WA 238bCeDe| 8aBbCDr AaBhC( ’% #
paste B|Z U -adex x WA Whomal | TNo Spaci.. Hesdingl . Change Editing
- & T stes~ |-
Clipboard Font Styles
B e —— T —— |
peach T
Vacation request
First name: %ref.hrEmployeeNo.FirstName% ‘ ‘ Last name: %ref.hrEmployeeNo.LastName%
From YehrStartDate%
To %hrEndDate%
Duration YehrDuration%
Delegate: %hrDelegate¥%
Date Y%currentCate% Signature :
o
« [ ] >
Page:Lof1 | Wordsi13 | & English (Us) | 23 | |[Elgm s = 130% = ] (¥)

Fig. 48: Example of a document template
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The generated document then contains the respective field values, while the
original template remains unchanged, and can therefore continue to be used.

Fig. 49 shows the Create dialog in a sample document template. Here the
template must be integrated as a data file first. Moreover, for document
templates you need to select a tab of the file type in which to store the generated
document. This entry is redundant for the template type Print template.

i vacationRequest - Document template x|
Template type || RSy y——"— Scope IUnrestlicted 'I

Name I‘ufacatinn Request v active

Dizplay name Ide:UrIaubsarftrag drucken;en: Print wacation reguest

Data file IVacatinn Request fif x = -4
Tabbed pages [jrRecords i =
Documert name (profile) | Extension I

[ Add when creating new files
¥ Search template for replacemert tags
[ Change document name

[ Cpen documert immedistely

(]9 I Apply | Cancel | Generate POF file cover template

Fig. 49: Creating a document template

Optionally, you can enter a default value for the document name.

Moreover, other options can be exclusively selected for the Document template
type via checkboxes:

- Add when creating new files: A document based on the template is
automatically generated once a new DOCUMENTS file is created.

- Change document name: After generation the user is prompted in a dialog to
specify a suitable name for the document.

- Open document immediately: This option combines the document template
and print template functions: After generation the document is saved in the
DOCUMENTS file and opened immediately.

The Search template for replacement flags checkbox is crucial for the
functionality of both template types: Only when this is enabled will field values
and auto texts be resolved into the corresponding values. If this checkbox
remains disabled, any interpretation will be redundant and the values in
"percent notation" will be treated as static texts.
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9.8 Custom actions

Commands can be made available on the relevant file type via Custom actions.
These will then be available in DOCUMENTS 4 in each DOCUMENTS file of this
type. Optionally, this can be performed in the form of a function button or as an
entry in the Actions list. Fig. 50 shows a DOCUMENTS file of the Employee type
from the peachit principal. Different user-defined actions are in use here. Thus,
for instance, directly from the employee file you can create new DOCUMENTS
files of the Vacation request, Sick note or Record types which are connected to the
employee file. Context viewing, of course, suggests that a vacation request, for
example, is created only for the relevant employee.

b | Edi Vacation request Sick nole Record IActions...

;” Copy to... d

Resubmission.
Send...

Send e-mail..
Change file type

Fields Records

Department Department name Frint cover sheet
1.2 " legal department Frint as POF
Set Passw ord
Employee Mo. First name Last name
00001 Willi Schreiber
Superior Agent
oppen |; Stern, Andrea

Fig. 50: Custom actions of a DOCUMENTS file

The cascaded Actions list shown in Fig. 50 includes another custom action named
Set Password at the very end. Unlike the other actions, this does not create a new
DOCUMENTS file but executes a script that resets the user account's password.

We will pick up this example of a Portal script again in chapter 9.13 (Scripting).

Fig. 51 shows the Employee file type in the DOCUMENTS Manager including the
custom actions reflected in Fig. 50.
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1 File type: ftEmployee (peachit_fi20070000003459)

General | Advanced settings] wiork fow Archiving] Actions] Scripting | Properties

File type

Name {iEmployes Released

Display name  de:Mitarbeiter:er:E mployee;

AutoTitle  ZhrlastMame, ZhiFirstdame? [%hE mployest o]

File class protection [hlLastName [Stiing) bd

Document options
[ Open first document immediately

Automatic document versioning
[T Enable automatic document indexing

Max. amount registers

Fields] Tabs ] Hitmasks | Search masks | E-mail templates | Document templates User-defined actions | File permissions | File class pratection

Marne Marne Portal script Tupe Context
btrépplicationForLeave de:Urlaubzantrag;en’¥ acation Application; Mew File

bt ewSickCertificate de:Krankmeldung:en:Sick certificate; Mew File

btnMewRecord deAwfzeichnung;en:Record; Mew File

btnS etPazsword de:Passwort andern; en:Set Password; User_SetPassword Portal-5 cript

btrFiletiew dezéktenanzsichten:File view; Portal-5 cript

Fig. 51: Custom actions of a file type

Fig. 52 shows the dialog for creating a custom action (again, an example from the
peachlT principal).

Specify a name and a label (name) here first. The interactive element lets you

choose whether the action should be reached via a function button or an entry in
the drop-down list (actions).

To select the type, the New file and Portal script variants have already been
introduced in this example. Therefore, you can optionally also use a
JavaServerPage (JSP) or a gadget.

& binSetPassword - Action - — Iiléj

Cammon l Properties

Mame  dePasswort andemm; enSet Password;

Interactive element [D[Dp-down list ']
Type lPDrtaI-Script - Scope |Urrestricted A
Actions
€

Create default workflow

Er..‘!
(i)
e

Portal script User_SetPassword

Apply [ Mew ]’ Cancel ]

Fig. 52: Custom action for creating a new DOCUMENTS file

For the New file type you need to determine another field indicating the file type.
Analogous, the script library is used for selection for the Portal script.
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A special feature emerges with the use of the New file type when both file types
are connected to each other via a reference field (see chapter 9.2.6): In this case,
the reference is automatically set; the user does not have to add this. In the above
example, for instance, a reference to the Employee file type has been created.
When a user views an employee file creating a new vacation request from this
context, DOCUMENTS will automatically populate the reference field on the
employee file there, because it is clear from the context of new creation that the
vacation request should obviously be created for this employee.

9.9 File permissions

Contents of DOCUMENTS files of a type can be restricted via File permissions to
limit specific tasks and permissions. To do this, go to the corresponding tab and
click the Create new file button.

The dialog shown in Fig. 53 lets you allocate permissions for any combinations of
user accounts (including editors) and access profiles (in this example, groups).
These are always assigned sequentially. So, access profiles with identically
scheduled permissions cannot be authorized through multiple selection in a single
step; instead, they need to be consecutively processed.
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P ]
& Mew - File access = I. ? &]

Group Employes

User

Scope [Llnrestricteu:l -

Fead
[7] Create
[ write

[ Delete
[7] Change file tpe

Create PDF [Print]

[ 5end as e-mail

[T] Archive

[] Start zending manually

[7] Change distibution list

[ Cancel warkflow/distribution list
["] Copy

[T Move

[] Statuz digplay

[ Dizplay monitar

] ][ Apply ][ Mew ][ Cancel ]

LS 4

Fig. 53: Access rights of DOCUMENTS files of a type

Read access to a DOCUMENTS file is always granted here. Checkboxes allow you
to decide whether other permissions should be additionally granted to the
selected access profile or user. Moreover, with regards to the scope you can
determine whether these permissions should apply to processes, archived files, or
both (unrestricted).

Overall, the principle of a positive permission applies here: Until permissions have
been allocated, all existing access profiles and users have full permissions on the
files of this type. However, once a permission has been allocated, all permissions
are withdrawn from all other access profiles and users. So, when starting to
allocate permissions for a file type, this must be persistently completed for all
existing access profiles and users. For this reason, the read permission cannot be
de-selected. If a user or access profile should not be granted any permissions on
the processes of this file type, you simply allocate permissions for all other items.
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9.10 Advanced settings

On this tab, different display options for the file cover as well as search and hit list
display are configurable. DOCUMENTS 4 saves different information for each file
regarding creating and editing files (e.g. owner, last editor, and timestamp). Here
you can define which of these data items should be visible. Removing specific
options, however, does not have an impact on the fact that this data is saved.

Additionally, you can display the Status tab. This logs specific actions of the
DOCUMENTS file as well as its time and the user. These actions, for instance, are
uploading or deleting documents, as well as generally editing a DOCUMENTS file.
Field value modifications are also logged on this tab. If this is desired, you can
enable this on a case-by-case basis on the individual fields.

You can finally define an icon for the file cover edge, as the example in Fig. 54
shows. The related GIF graphic must be stored in the DOCUMENTS 4 installation
directory. The exact storage location including a catalog of existing graphics reads:

. .\Documents4\www\images\dlc\compact\margin

4§ Overview = Employees = Frisch, Eva [00006]

a||» || Edit Vacation Appiication Sick certificate Record | Actions - Copyto. =

Fields Records

Department Department name Frisch, Eva [00006] Eﬁ

Employee No First name Last name
00006 Eva Frisch

Superior Agent Owner

schreiber = 02/17/2011 11:20 Documents, Import

Last editor
06/03/2011 10:02 Schreiber, Willi

EMail Login
e frischi@peachit de frisch

Fig. 54: DOCUMENTS file with icon at file cover edge

9.11 Workflow

If you want to enter a standard workflow for a file type, you can select this
workflow or distributor here and also determine that this should be started
immediately on creating a new DOCUMENTS file. In this way you ensure that a
checked process starts for each DOCUMENTS file while it is being created.

Additionally, a monitor tab can be shown which represents information on the
process flow. In this context, various options can be controlled via checkboxes.
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9.12 Actions

This tab contains a host of checkboxes used to generally control which default
actions that are available may be performed for the relevant file type. For each
action, moreover, you can define whether its execution should be logged in the
Status tab.

9.13 Scripting

Java scripts can be executed for specific events as part of editing to execute
complementary functions for the DOCUMENTS file. The allowed events have
already been defined; they represent actions executed by the users (e.g. create a
new DOCUMENTS file, edit or save it). You can select a Java script for the
respective event which must be created prior to this.

For more information on scripting options in DOCUMENTS 4, please refer to
chapter 13.

9.14 File class protection

Access rights to DOCUMENTS files can also be linked to the content of an
individual file field. There are three variants of this access protection which are
commonly administered within the DOCUMENTS Manager as file class
protection. They can be briefly described as follows:

- Ordinary file class protection restricts access to DOCUMENTS files with a
specific field value to a subset of available users assigned to this value.

- An access list (ACL) saves a list of names of all users with read permissions in
that field.

- Agroup access list (GACL) saves a list of all access profiles with read
permissions in that field. Mixed lists of access profiles and user names are also
allowed.

File class protection is determined by selecting the corresponding filter field on
the General tab. Once you have selected a field here, another tab named File class
protection appears for the file type on the bottom tab bar. You need to further
specify the protection here.

Folder rights check is automatically turned off for file types including ACLs and
GACLs.
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9.14.1 Access Control Lists (ACLs)

Access Control Lists (ACLs for short) or Group Access Control Lists (GACLs) are an
extension to the file class protection concept. These allow defining visibility
(searchability) of a DOCUMENTS file depending on the logged-in user or their
group membership (access profile). Unlike the global permissions definition of the
file type, which then applies to all DOCUMENTS files of that file type, the visibility
permission for (G)ACLs refers to individual DOCUMENTS files. For this, the
authorized users and access profiles are entered in an index field.

The option to define file class protection of this type is available for:

- File types
- EE.i archive types using the XML server

Note: When using EE.x as the archive system, the file class protection available
in EE.x must be used.

With ACLs the /ogin names of the authorized users, or with GACLs, the access
profile names of the authorized groups, are written in an index field. Only
authorized users can search the corresponding DOCUMENTS files or view them in
a folder.

To use ACLs for file class protection, in the file type or in the archive file type, you
create a field of the Double selection list type first.

Enter the %login% auto text as enumeration values. Thus, users are now
available as a selection in the double selection list.

The creator of the DOCUMENTS file must be entered when creating a new file, so
that they can actually edit it. Therefore, you need to define the default value
(value/default setting) $userLogin%. Fig. 55 shows a sample configuration of
such a field.
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i ——— —
B ACLList (Double selectist) - Field il |
General | Exits | Properties |
Mame ACL_List
Display name "I None
Type | Double select list - Scope |Uniestiicted -
M [ [ Mandatory
Enumeration values  %login® . [ Sorted
"
' .
Width (pixels) Height [pisels) ] Write-protected
! ("] Same line as previous V] Display in file view
|
i (| Display in hit list | Show in search mask
' "] Requires edit comment "] Log changes in status
|
L] Value / Default  ZuserLogin® -
]
|

Fig. 55: Field for ACL use

Now define the field you have just created as file class protection for the file type,
and apply your change ().

(] File type: ftEmployee (peachit_fi20070000003459) *

General IAdvan:ed setlingsl kallnw] Archhgl Achon:] Scti:tingl Properties
File type
Name fiEmplogee (V| Released
Display name  de:Mitarbeiter.en Employee;

AutoTille  ZhiLastName%, %hiFiistName [%hiE mployeeNo%]

File class protection | ACL_List [Double select list) M

Fig. 56: Setup file class protection
By assigning file class protection, a new entry named File class protection is

displayed in the bottom tab bar on the file type's dialog.

Create a new file class protection profile using the class name ACL (Fig. 57). This
class name is required for ACLs. The field value of this ACL must then be
%userLogin%. The definition of an access profile is not applicable.
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® MNew - File class protection * [i‘é]

Clazs name aCL

Field walue | %userLoging:

Aocesz profile ] |zer ]

Fartal Language 1 Partal Language 2

[ 0k ][ Apply ][ Mew ][ Cancel ]

e

Fig. 57: New ACL with field value %userLogin%

The ACL configured in this way now impacts on public folders and while searching
in that only users authorized in the ACL can retrieve and start the DOCUMENTS
files. To all other users it appears as if these DOCUMENTS files did not exist.

9.14.2 Group Access Control Lists (GACLs)

Analogous to the above ACL, another extension to the file class protection is
available: GACL. While ACL is limited to individual users, group ACL is suitable for
access profiles. When you enter a GACL for a file type and store DOCUMENTS files
of this type in public folders or in the archive, for example, only the DOCUMENTS
users that have been selected on creating or processing the DOCUMENTS files for
the GACL can access these DOCUMENTS files. You can implement this most
conveniently via a double selection list. All other users do not have any access to
these DOCUMENTS files.

To use GACLs for file class protection, proceed analogous to the example of ACL:

On the (EE.i archive) file type, create a field of the Double selection list type. Enter
the $accessProfile$% auto text as enumeration values. Thus, all access profiles
created in the system (on the principal) are displayed in the left pane of the
double selection list, and can be selected at a later time.

So that the user can create a DOCUMENTS file and is also granted access to a
DOCUMENTS file they created, it is absolutely necessary that you define, as
value/default setting, the %$accessProfilesGACLList% auto text. This auto
text is used to automatically select the access profiles of the creating user in the
double selection list.

Now define the field you have just created as file class protection, and apply your
change.
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Following this, on the File class protection tab, create a new file class protection
profile with the class name "GaAcL". This class name is required for GACL. The
field value of this GACL must then be %accessProfilesGACLFilter%. This
gives only the users with an assigned access profile that has been selected in the
double selection list access to these DOCUMENTS files.

The GACL configured thus now affects public folders and while searching in that
only users authorized in the GACLs can retrieve and start the DOCUMENTS files.
To all other users it appears as if these DOCUMENTS file did not exist.

More information on ACLs is available in separate documentation.

9.15 The "Change files" function

You always need to use the Change files function when changes have been made
to the structure of the file type and files (processes) of this type already exist at
the same time. For more information on the absolute necessity of this function,
see chapter 17.
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10. Public Folders

Public folders are displayed in the DOCUMENTS 4 tree structure; basically, they
perform three different functions that are controlled through their folder type.
Fig. 58 shows such a folder view in DOCUMENTS 4 at different levels. The
Personnel folder itself, for example, does not contain any data; it is only used as a
grouping element for the individual subfolders which in turn display all
DOCUMENTS files of the Employee, Absence or Recordings types.

In the Invoices panel, DOCUMENTS files of the Invoice type are listed in all
subfolders where, however, these are using a dynamic filter and only display
DOCUMENTS files that have the corresponding criterion in a Filter field (incoming,
assigned, etc.).

In Fig. 58 the Employees folder is highlighted. All contained DOCUMENTS files are
listed in the right pane. Selection and arrangement of individual columns is

defined here via a hit list (see chapter 9.4).

Edit || Read || New IActiuns. 2

Employees (112i12) L
active files ] Employee No. 1 u Firstname Lastname Superior BMail
- D 00001 Willi Schreiber oppen schreiber@peachit.de
\;_] Overview | ﬁ 00002 Miriam Schmidt perona mschmidt@peachit.de
{5 Check-iniCheck-out r 3 oooos Bianca Ferona oppen b.perona@peachit de
Human Resources D
| 00004 Bernhard Oppen perona b.oppen@peachit.de
, Employees
@ Absence list [l D 00005 James Local oppen jlocal@peachit de
@ Recordings - D 00006 Eva Frisch schreiber | e.frisch@peachit.de
i ~{g Orders r &8 ooy Andrea Stern schreiber | a.stern@peachit.de
=) i\p Invoices
o ] @ oooos Stefan Schiepp schreiber | s.schiepp@peachit.de
- D 00009 Stefan Schwer schreiber | s.schwer@peachit.de
] @ 00010 Bernhard Buch schreiber | b.buch@peachit.de
J —— - D 00012 Tilly Tapsig oppen filly tapsig@w ueller-kuechengeraete.de
L) reject
| @ 00013 Peter Kigin perona peter klein@peachit-vertrieb.de

Fig. 58: Public folders in DOCUMENTS 4

To create a public folder, open the tree section Documents and select the Public
Folders entry. Then, in the menu bar, click the New button. Fig. 59 shows the
example of a folder from the demo principal peachiT.
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7 fldDossier (Only Subfolder) [

General l Actions ] Properties ]

Parent folder
Mame fldDossier

Feleazed [ Irwizible

Mame  dePersonalwesen:znHuman Resource;

Type | Only Subfolder =

lcon  crmldzer.gif

Contest

Sublalder | Folder access nghts | User-defined actions

= i3l 3
Mame Type Field name
fldE mployees Public [dyn. filker)
fld&bzence Public [dvr. filker)
fldR ecords Public [dyn. filker)
1| 1 | 3

Apply Cancel ][XML export ...

[ -

Fig. 59: Public folder

First, specify a technical name for internal use, as well as an ergonomic label. This
can optionally be named in multiple languages; it is used as a visible label for the
DOCUMENTS 4 users.

If the new folder is to be displayed in an existing structure at a deeper level, you
can optionally select a parent folder.

Enable the Released checkbox to make the folder available to the users.

Finally, define the type of the folder to be created. Depending on this selection,
new tabs are added to the dialog, if necessary.
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10.1 The "Public" type

DOCUMENTS 4 lets users move selected DOCUMENTS files via the selection list
Copy to to folders of the Public type by a user (Fig. 60).

Moreover, you can store DOCUMENTS file in such a folder within a distribution list
or as part of workflows.

Edt | Read || New | Actions v Copyto v
Employees (1-12/12) R 0
Employee No. 1 B Firstname Lastname Superior EMail
v —J 00001 Wil Schredber oppen schreiber@peachit de
—J 00002 Miriam Schmidt perona mschmidt@peacht de

Fig. 60: Copying a DOCUMENTS file to a public folder

10.2 The "Only subfolder" subtype

Folders of this type are used to better structure the tree view in DOCUMENTS 4.
A folder of the Only subfolder type does not contain any DOCUMENTS files itself.
For this folder, however, you can create other subfolders which in turn can display
each of the three folder types.

Creation of other subfolders within a folder is performed in the DOCUMENTS
Manager via the New icon on the bottom tab named Subfolders.

Fig. 61 in this context shows a folder named Human Resources, which contains the
Employee, Absence list and Recordings subfolders. You cannot store DOCUMENTS
files in the Human Resources folder itself, but in the three subfolders. When you
click this folder, only the subordinate section will be cascaded or collapsed.

51:3 Human Resources
-~} Employees
;2] Absence list
2]l Recordings

Fig. 61: Folders with subfolders
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10.3 "Public (dynamic filter)" type

This folder type represents a specified search. Thus, for instance, all DOCUMENTS
files of a file type that satisfy a specific filter criterion can be displayed in this
folder. Tracking status of DOCUMENTS files of a specific file type within a
workflow is a frequent use case ("new", "edited", etc.). Inthe peachIT sample you
can find this type of division for the Purchase invoices file type.

Public folders with dynamic filters contain a host of other tabs where you can
define the desired filter criteria.

Here you initially determine a filter for file types or EAS sources to generally define
which types of DOCUMENTS files should be displayed in this folder. Optionally,
you can define Queries in the next step. This ensures that only those DOCUMENTS
files that match the criteria defined there are displayed. Fig. 62 in this context
shows the audited invoices folder from the peachIT principal. Here the Filter (file
type) is initially limited to Invoices and then defined on the Query tab, so this
folder may only display invoices whose status field has the value tested.

[ 59 fidTested (Public (dyn. filter]) * -2 ez

General] Actions] Filker (file t_l,lpe]] EAS-Resources  Query lE!uer_l,l [EHlEndEd]l Properties]

Filter

Field name Comparizon Yalue

status equal - | tested

Field name Comparizon Walue
L -

Field name Companzon Walue
L -

Fig. 62: Filter criterion of a folder

Fig. 63 in this context shows the definition of the related file type to clarify the
structure of the filter.
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[ File type: ftlnvoice (peachit_fi20110000000000)

General | Advanced seltmgsl W'olkﬂow] Archiving} Actions] Scripting] F‘roparlies]

File type
Name  ftlrvoice [V] Released
Display name  er;|rvaice:de:R echnung

AutaTitle de Rechihung *documentioX von Zoompany [Znetdmount EUR]); enlrvoice ZdocumentMo from Zoompanyi [net

File class protection [cDmpaan [String) v]

Drocument oplions
Open first document immediately

[T Automatic document versioning
Enable automatic document indexing

i Max. amount registers

7 3
Fields ] Tabs I Hitmasks] Search masks' [ status (Enumeration] - Field - —— W —— S— - @Iéj
General ] Exits 1 Plnperlies}
MName
Company
Display name e Status;de: Status [T None
documentMao - -
ordeMo Uit [ Mandatary
invoicell ate X
irvoiceR ecei Enumeration values received:de eingegangen;en received » [ Sorted
invoiceR eceipt
. assighed;de: zugevissen;en assighed
bokingDate tested:de: gepiiiften: tested
dueDate cleared;de: freigegeben;en:cleared
et iejected;de:abgelehnt enrejected i
WAT
2 |M - = ‘wiidth [pisels] “wite-protected
[7] Same line as previous Dizplay in file view
Apply Cancel Display in kit list Show in search mask

Fig. 63: File type definition of filter criteria

10.4 Custom actions

The custom actions allow making commands available for the relevant folder. In
this way, for instance, scripts can be executed or new DOCUMENTS files can be
created. Providing at least one public folder with dynamic filter for each file type
which centrally lists the processes is generally useful. Moreover, this folder should
have a custom action for creating a new DOCUMENTS file of this type. In Fig. 64
you can see an example from the peachIT principal. In this folder, a custom action
is provided on the public folder Employees which enables creating a new
employee file via a function button.
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® binNewEmployee - Action @ﬂ_hj

Common l Properties ]

MName |[QIEENEE

Mame  de:NeuenMew:

Interactive element [Bu[[gn ']
T_',IDE [NBW File - SCGPE Unresticted e
Actionz
e file of file tope ’ftEmpIo_',Jee v]ﬁ

Create default warkflow

Portal script

Apply [ MHew ][ Cancel ]

[

Fig. 64: Custom action for creating a new DOCUMENTS file

10.5 Folder access rights

Accesses to folders can be restricted via folder access rights to make their
contents editable only by specific groups of people. To do this, go to the
corresponding tab and click the Create new record button.

The dialog shown in Fig. 65 lets you set permissions for any combinations of user
accounts (also editors) and access profiles (in this case, Groups). These are always
assigned sequentially. Access profiles with identical permissions cannot be
authorized through a single step by multiple selection; they need to be processed

one after another.

® Mew - Folder access * - Iilﬁ

Group or uger
Group Employes EE
Izer
Grant read access to the folder
[ asllow inzerting files
[] Grant permizsion to remave ar move files
| |
QK ] [ Apply ] [ e ] [ Cancel

=

Fig. 65: Read folder access right

Read access to the folder is always granted here. Checkboxes allow you to decide
whether the selected access profile or user should be additionally granted the
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permissions to Insert new DOCUMENTS files or to Remove or move DOCUMENTS
files.

Overall, the principle of a positive permission applies here: Until permissions have
been allocated, all existing access profiles and users have full permissions on the
relevant folder. However, once a permission has been allocated, all permissions
are withdrawn from all other access profiles and users. So, when starting to
allocate permissions for a folder, this must be consistently completed for all
existing access profiles and users. For this reason, the read permission cannot be
de-selected. If a user or access profile should not be granted any permissions on
the contents of this folder, you persistently allocate permissions for all authorized
access profiles.
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11. Distribution Lists

Distribution lists are checked processes in which DOCUMENTS files are routed,
specifically and with distributed tasks, through the company. The individual steps
of a distribution list are iterated through in order, where prompts or forwarders
can be used to allow temporary deviation from the specified order. Addressees of
a routing step can be users, access profiles, aliases or e-mail recipients.

The definition of the process with its individual steps and tasks is performed
either in the DOCUMENTS Manager or in DOCUMENTS 4. This variation supports
the users through a visualized process wizard, enabling both flexible ad hoc
routing and saving processes that have once been configured. These can then be
reused in identical format for other DOCUMENTS files.

11.1 Distribution lists in the Web application

The Send command from the Actions list in file view is used to start internal
routing of a file supported through a wizard. Fig. 66 shows a sample distribution
list in DOCUMENTS 4.

Start sending Tasks Save as . Cancel

D Return to intiator after sending
Schreiber, Willi
@@ e Schwer, Stefan prrectors @

(:) Send list | Sick certificate

Groups -
Administration
Customer

(*) Parallel (first user
Y ¢ ! Directors

() Paralel (all users) Employee
N Everybody
(C) Parallel (information) Nobody
Service
i Warehouse

Wove Web Editor
Alias
O Mail AuthorizedSignatory
Overseer
Personnelianager

Registry =|

Delete workflow step

(7 Folder

Fig. 66: Routing via DOCUMENTS 4

This method allows you to start a simple process (e.g. approving a vacation
request) while the DOCUMENTS file is passing through different stages.
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Routing consists of different steps that can be defined by the user on a case-by-
case basis. Moreover, each recipient can be assigned a task that they have to
complete before continuing with the next routing step.

You send a DOCUMENTS file to other users by opening it in view mode and, in the
Actions list, select the Send... entry.

This opens the wizard for sending a DOCUMENTS file in the workspace (Fig. 66)
which will support you in creating the individual routing steps. The wizard's key
functions include a host of workflow options and a double selection list. Here you
select the recipients of a routing step from the list of all registered users, aliases
and user groups.

11.1.1 Define recipients

You define the recipients for a routing step by selecting the desired entries in the
selection list in the left pane and by importing them into the list in the right pane
by clicking the arrow pointing to the right. There, you can in turn remove wrong
entries by reversing the procedure and clicking the arrow pointing to the left.

DOCUMENTS 4 provides flexible workflow options which you define in the left
pane of the wizard by enabling the corresponding checkbox.

The following workflow options are available:

- Sequential sending: All selected users consecutively receive the
DOCUMENTS file in their Inbox. The order of recipients is determined by
the selection list in the right pane. The up and down arrows let you switch
selected entries arbitrarily.

- Parallel (first user): All recipients receive the DOCUMENTS file at the same
time. However, once one of them edits it, it is withdrawn from the Inboxes
of the other users. This type of routing is always recommended when a
specific task can be edited by a group of people and it does not matter
which of these persons takes on the task.

- Parallel (all users): The DOCUMENTS file is concurrently sent to all selected
users; however, it must be edited by all of these users. Unlike the First user
variant, edits made by one of the recipients is not enough. The routing step
that follows can only be started when the predecessor has been edited by
all recipients.

- Parallel (information): The DOCUMENTS file is concurrently sent to all
users, where these do not have to execute any tasks, but are only informed
about it.
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- Mail: The DOCUMENTS file is sent to an e-mail recipient whose address is
entered in the adjoining field. This provides the option to also include
external recipients with no access to DOCUMENTS 4.

11.1.2 Import routing step

Once recipients and workflow option are defined, the routing step must be
imported by clicking the corresponding button. In the top section of the wizard
the defined step is then graphically displayed, and another one can be appended.
Fig. 66 shows an example with various steps and workflow options which you can
differentiate with the respective icons.

Optionally, you can determine via checkbox whether the DOCUMENTS file should
be returned to the initiator after sending it (Fig. 66 top right). This allows you to
subsequently check proper iteration of all steps and tasks.

11.1.3 Distribute tasks

Each recipient can be notified about a task that they must edit by a specific time
before routing is continued (Fig. 67). The description of the task is displayed along
with the DOCUMENTS file in the recipient's Inbox.

Tasks

Store tasks for sending files.

Name De=cription Date

Oppen, Bernhard capture data @ 00 « .00 -
Schreiber, Willi nnrmﬂlchecl.i @ 00 - - 00 -
Schwer, Stefan  factual check @ 0y « - 00 -
Directors approve @ 00 « - 00 -

Back Send =>

Fig. 67: Routing tasks

Following this, click the Send button to route the file to the initially defined
process step.

11.1.4 Monitor routing

You will obtain an overview of all your sent contracts anytime in the Sent Items
folder. If you have finished sending and you have enabled the Return file to
initiator after sending option, these contracts will be stored in the Finished
sending folder.
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11.1.5 Save distribution lists

If you require regular identical routing, you can save this as a template once you
have entirely defined it. To do this, click the Save as... button and, in the dialog
that follows, specify a descriptive name.

Thereupon another send option appears in the form of a list that contains all
saved routing items. All you select here is the completed routing, and then you
click Apply routing step. The entire list is built immediately and you therefore do
not need to re-create all individual steps.

Since distribution lists do not contain any file-specific information but only
represent a recipient list including tasks, these can be used globally for
DOCUMENTS files of all file types.

11.1.6 Forward received DOCUMENTS files

If the next step is reached as part of routing, the DOCUMENTS file is placed in the
Inboxes of the users defined in this step. When you open this DOCUMENTS file as
a recipient, the assigned task will be visually highlighted above the tabs (Fig. 68).

Edit | Actions... * Copyto.. -

Employes No. Last name First name
00006 12 Frigch Eva

Fig. 68: Task as part of routing

Moreover, the Status tab displays the routing progress.

To forward the DOCUMENTS file to the next routing step, you need to select the
Forward action after editing the task you were assigned.

The following dialog Forward file then contains various steps for selection (Fig.
69). In the default case, it is assumed that the file is OK. In this case, you can
optionally enter a comment and forward the DOCUMENTS file to the specified
recipient.

Whereas when you enable the File not OK option, new selection options will be
available. The DOCUMENTS file can now be sent again to any system user to
either forward it unscheduled or send a prompt. In both cases you can also
address a new task to the selected recipient.

In both cases (Confer with and Forward) the defined distribution is interrupted
and follows a different path ad hoc. The difference is that another step is added to
the prompt but the DOCUMENTS file is then returned to the original step.
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Whereas in case of a forwarder the current step is not restarted, but the next
scheduled step is directly navigated to from the forwarded step.

Forward file

File OK? @ Yes () No

Comment |

@y Forward to default recipient
~ [Directors]

Forward to

Confer with

Task |

Forward == Cancel

Fig. 69: Forwarding a contract

The sent DOCUMENTS file allows you to optionally display the process flow on a
tab named Monitor (Fig. 70). This displays the entire history of the flow and you
can see anytime which steps have already been walked through and which are still
to follow.

Other settings of the file type are required for enabling this representation. These
are described below in chapter 11.2.3.

Edit | Actiens... +* Copyto.. -

Sick certificate Status Monitor
User Status Received: Response: File OK = Task Comment
Schreiber, Willi Sent 09/09/2011 14:05
Oppen, Bernhard Forwarded 00972011 14:05 090972011 14:06 Yes capture data
Schreiber, Wil Forwarded = 09/0%02011 14:06 | 09/08/2011 14:08 | Yes normal check
Schwer, Stefan Informed 09092011 14:06 factual check
» Perona, Bianca Locked 0910942011 14:08 approve
» Oppen, Bernhard Locked 0910942011 14:08 approve

Fig. 70: Representation of routing in the monitor
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11.2 Distribution lists in the DOCUMENTS Manager

In the DOCUMENTS Manager, distribution lists are configured and managed in
the section of the same name below the Documents entry in the tree structure.

In this section all distribution lists are managed, i.e. both those created in the
DOCUMENTS Manager and those saved by users in DOCUMENTS 4.

In the DOCUMENTS Manager's configuration dialog (Fig. 71), a distribution list is
essentially composed of a technical name, membership, an optional owner, and a
host of routing steps.

Bl Action - Distibution Bo8 - S

Name [T
Membership () Public @) Private

Owner  schreiber [l Schreiber] ﬁ, =

Routing steps | Access rights ]
5 = &
Send type Type of recipient |zer
[nitiatar User [nitigtar
Sequential |Jzer Oppen, Bemhard
Parallel [ first Lser) |Jzer Schreiber, wWilli
Parallel [ first Lser) |zer Schwer, Stefan
Parallel [ Info] Group Directors
« [m 3
Apply [ M e ] [ Cancel ] [XML gxport ..

Fig. 71: Distribution list in the DOCUMENTS Manager

Membership controls who may use this distribution list. Each user is permitted to
send this DOCUMENTS file based on a public distribution list, whereas private
distribution lists can only be used by their owners. An owner can therefore not be
specified with public distribution lists.

Distribution lists created by users in DOCUMENTS 4 are initially private ones.
However, this property can be changed in the DOCUMENTS Manager. Thus, you
can finally also use the Process Designer to create global distribution lists. All you
need to do is correct membership for the workflow created in the Process
Designer.
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11.2.1 Routing steps

Each distribution list starts with an initiator step that is automatically created
using the distribution list. With the exception of the Return file to initiator after
sending checkbox, this step cannot be modified. This setting globally effects the
entire distribution list, and is therefore read-only in the following steps.

More steps can be added via the New creation button on the Routing steps tab.
Fig. 72 shows the configuration dialog of a routing step that follows.

r B
@ Oppen, Bernhard (Sequential) - Routing step [ilﬂ_hj

General ] Routing step action ]

Send type S Fieturn file to initiator after sending
Parallel [ first Uger)
Parallel [all uzers)
Parallel [ Infa)

Initiator
Type of recipient ’USBI v]
Recipient
User oppen [Bemhard Oppen) (5 E‘E

Move file

Delete file

Dissolve aroup [ &synchronous

Tazk
Feszponze time
Escalation mail message
AutaComment
[ Automatically change to edit mode on opening file

Shaw action list in file view

Shaw copy list in file wview

Apply [ = ][ Cancel ]@ E]

A

Fig. 72: Routing step of a distribution list
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General
On the General tab, you need to initially select a send type that has already been
described in chapter 11.1.1.

The Type of recipient controls the Recipient section below it. Depending on the
selected type, the corresponding selection field (User, Group, Alias) becomes
active in the Recipient section. If the DOCUMENTS file is to be exported to a folder
or archive, exported via XML or sent via e-mail, this action will be executed
directly when it occurs and directly continued with the next step.

When enabling the Dissolve group checkbox on sending to a group, a separate
process step will be generated for each user of that group. Whereas when this
option is disabled, only a single step will be used for the entire group.

The recipient types User field, Alias field and Group field are special features.
When clicking one of these options, the file field will be activated.

You can then enter a user, alias or group here. In Web view the field of a
DOCUMENTS file will then include a recipient. That recipient can also be
determined at runtime.

The entered task is presented to the recipient when viewing the DOCUMENTS file
on the Web. Additionally, the file is placed in the user's Task folder.

The response time indicates the interval available to the editor for this step. Once
the time is exceeded, an escalation mail message is automatically sent to the
entered recipient.

The Automatically change to edit mode on opening option will then be an
advantage if the recipient needs to frequently modify field values to fulfill their
task. Otherwise, the user can also manually switch to edit mode by pressing a
button, when required.

Hiding the Show action list in file view and / or Show copy list in file view options is
useful to enable the recipient a better overview within their step on the Web.
These drop-down lists should only be displayed when required (e.g. for prompting
options).
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Routing step actions

A routing step can be allocated specific routing step actions in the DOCUMENTS
Manager. These are reflected as a function on the DOCUMENTS file on the Web
executed by the current user.

Actions allow further refining of what exactly the users can do in this step.

A new routing step action is created via the left button on the tab of the same
name. Following this, the dialog shown in Fig. 73 opens.

® Mew - Routing step action * Iiléj

Label  de:Dokument hochaeladen;zn:Upload OF,

Mame [technical]  Upload

Type of forwarding IForward immediately "
Interactive element IBu[tgn "
Next view IKeep file: i wigw "
File OK @ “e: Mo
AutaComment

[ Stare file in own Sent [tems folder
[ Leave fil in own Inbox
[ withdrawy file from other uzers' [nbos
Meut step if different
[] Cancel routing Mext step

Autamatically set the following field values

Field name Field value

Field name Field value

Field name Field value

Field name Field value

Field name Field value
[ QK. l I Apply ‘ I Mew ‘ I Cancel

[

Fig. 73: Routing step action

In this dialog, specify an ergonomic label first. This can optionally be multilingual,
and is used for the interactive element in DOCUMENTS 4, which controls
whether the action is to be performed directly as a function button or whether it
is given an entry in the Actions list.

Fig. 74 in this context shows the routing step shown in Fig. 73. Here a function
button was selected as the interactive element. This can be seen in Fig. 74 with
the "Upload" label. The user must only press that function button to route the
DOCUMENTS file to the next process step.
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Edit Upload OK Actions... * Copyto.. -

Sick certificate Maonitor

Employee No. Last name First name
00001 2 [schreiber Wil

Fig. 74: File action using the interactive element "Function button"

The Type of forwarding can be selected as Forward immediately, Forward through
dialog or Do not forward. Actions without forwarders remain on the DOCUMENTS
file after executing them, while immediate forwarders jump to the next routing
step.

The Next view defines DOCUMENTS 4 behavior from the current user's viewpoint
after starting the action. The following options are available: Keep file in view,
Overview, Inbox and Next file.

The File OK function and using an auto comment are immediately set within the
process. Moreover, auto comments can use auto texts.

Below file view a new entry that contains these notes is generated in the monitor.
Fig. 75 illustrates this in the second row.

Edit | Actions... * Copyto. -
Sick certificate Monitor
User Status Received: Response: File Ok Task Comment
Schreiber, Willi Sent 09/09/2011 15:31
Oppen, Bernhard | Forwarded 0902011 15:31 | 09/092011 1531 | Yes Upload OK
= | schreiber, Willi | Locked 09/0972011 15:31
» Schwer, Stefan | Locked 0902011 15:34
Directors In queus
Schreiber, Willi Initiater in queus

Fig. 75: Monitor including auto comment and "File OK" entry

If this action is to be used to deviate from the original sequence, you can select
the Cancel routing option, for example. In this case, the distribution list
immediately jumps to the endpoint without considering the steps in between.

The option to branch within the workflow is also available. In this case, you can an
alternative Next step. Routing is then continued at this step. This facilitates
implementing loops or jumps within this list.

Each action allows automatically setting field values of the DOCUMENTS file. The
assignment can be performed both statically via fixed values and dynamically via
auto texts. A frequently returning case is setting timestamps of an action or
populating a recipient field through the current user.
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11.2.2 Access rights

Using access rights (Fig. 76), you optionally define which users or access profiles
may use this distribution list. Two rights, which can be enabled via checkbox, are
distinguished here:

- Create distribution list: Without this right, users may not execute routing
based on this distribution list.

- Change distribution list: Users who have this right may use the distribution list
as a template and, moreover, manipulate or augment the existing steps for
individual routing.

® Mew - Distribution list access l 2 &_J
Group or uger
Access profile =
Uszer =
Create distribution lizt
Change diztribution list
[ 0k ] [ Apply ] [ Mew ] [ Cancel l

Fig. 76: Access rights on distribution lists

DOCUMENTS 4 rigorously uses a positive permission. Without allocating
permissions, all users are allowed to execute the actions. Whereas once rights
have been allocated, only the privileged users may exercise these rights. So, if
different users or access profiles should have these rights, rights allocation must
be repeated for all relevant users and access profiles.

11.2.3 Workflow settings on the file type

Specific settings for distribution lists and workflows must be configured for the
respective file type. Fig. 77 shows these options. Open the configuration dialog of
the desired file type, and click the Workflow tab to customize these options.

r

] File type: ftEmployee (peachit_fi20070000003459)

General] Advanced zettings  “Workflow lArchiving] Actions] Scripting] Ploperties]

‘wlorkflow b aitar
Default distributian list Dizplay monitor
whorkflow Digplay all zent iterns
[ Start work flow immediately on creating a ness workfow [] Reverse monitar
Loghaok tanitor brief preview
Laoghaoak entry Dizplay on tab

Dizplay decizionz

[ Display subwarkflaws

Fig. 77: Workflow settings on the file type
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Initially, you can enter a Default distribution list or Workflow for the file type, and
optionally start it immediately on creating a new workflow.

In the Monitor section you control options that have already been used in the
above examples. The Display monitor checkbox is used to add visualization of the
process steps to the DOCUMENTS files. Moreover, this can be displayed on a
separate tab. Fig. 75 illustrates this behavior.
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Workflows represent functional extension of distribution lists. For instance, these
allow branches, context-dependent decisions, escalations, or creating
subworkflows.

Defining workflows requires extending the license; this is performed directly in
Microsoft Visio using an interface (Fig. 78). The workflows defined there are
synchronized in the DOCUMENTS Manager and are visible in the Workflows tree
section. However, changes to their configuration cannot be made, because
otherwise modeling in the DOCUMENTS Manager might differ from that from
Microsoft Visio.

However, existing processes in the Workflows section can be selected as default
workflows for a file type (see chapter 11.2.3).

Configuration and use of workflows is described in separate documentation.

s
H
X

s e T 5

| (Mail) “
lemActiveContractTerm
> 0 e i
in process J
« ! 2 2 % #
. (lcmReceiver) : Mail)
pariod model DelegateMail .,
3 # 3 #
T
: delegate
I
| t
escalation delegete
I
| g =
completed | {%runscriptlcmContractTermG
[, EscalationRecsaivert) ¥
, period escalation
s =
in process
v completed
moo g

Fig. 78: Sample workflow in Microsoft Visio
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13.

Scripting

The DOCUMENTS 4 server includes an integrated scripting engine. Thus, it

enables server-side execution of JavaScript.

These scripts are defined in the DOCUMENTS Manager. This is performed in the
form of global script objects, which are initially created in a scripting library of the
logged-in principal (Fig. 79).

-
% DOCUMENTS Manager -- User: Administrator {PeachIT DEMOPORTAL) [localhost:11000]

[ o0 |

Application

Serverseftings  Administration  Documents

Help

New

Y Edt % Update

X Delete

= Pt 5 Corfigure ‘

&> -F3 Administration
I @ User Management
417 Documents
-z Public Falders (5 Entries)
| 4 Filetypes G Entries)
-] f¥acationApplication
1> -] fSickCertificate
1> -0 ftOrder
17 fiEmployee
[ 5+ fiRecord
-] finvoice

Search [<alltext columns

vd B

=] v

Mame
hiacationapplicalion_onSave
User_OnDelete

User_OnSave
User_SetPassword

User_Syne

heVacationdpplication_createdpp..

la

Source code

#¢ calculate the duration of the planned absence - 2/ and insert the result into 4 file field - // Albrecht 08.03 2008 14:50
#1 st a user abject 1o be deletable when the canespanding fle is deleted - /7 Hofmann / Albrecht 12.02,2007 14,30 - -
#¢ change the comesponding user object when the user file is saved - // Hofmann / Albrecht 21.09. 2008 17:00 - -/ m
/1 change a user object's passward when this action is called - // Hofmann / lbrecht 12.02.2007 14.35 - - var f = canl
## synchionize user file and user obiect - #/ Hofmann / Albrecht 1202 2007 14.25 - - #/ main access profile o identify €
4/ create ar modiy 2 canespanding appoiniment objeet in the calendar, based on the given docfil - 4/ C4 12022007

Ob1e0d: 071d1d33020c1dEA B181E121165111d1 04150 704 357 3230650 2605500062840 04021 3¢

@ Archive servers (1 Entry)

£3 Distribution Lists (1 Entry)
I3 Approval

£, Workflows (4 Entries)

S

Frototypelib
crswebContent_Release
DocFieHelper
hiSickCertiicate_onSave
invoiceRepoit

/= Proltotype JavaScipt framevark. version 1.4.0 - = [c) 2005 5am Stephenson <sam@conia.net> - *- = Protolype s
Himport "webCMS" - Bimport "DocFleHelper” - - var myFie = contest Fle; - if myFile] - { - var webContent = new webl(
5250564774b24115112563d1101 3d0e1 0567275371 b1 1 3adb11424150500a1b0d7c5a327b33545b09260d0b1426
## caleulate the duralion of the planned absence - /7 and inset the resultinto  file field - /¢ Albrecht DB.02 2006 14:50
Himport “IbWordML" - Bimport iW/ordML Parsgraph” - Himport “ibwordML T sble! - #import IEWordML Image” - i,

o 5w ordML Foater 075843115c5633771 212501 722001 496F7 04251 2020f01 3d0c 1 d5e04664b 1457630611571 941 006456441 977455,
€% Filing plans (0 Entries) WordML Header 0758431(505633771 a1 5017202001 4961704251 2020101 3d0c1 d5eD4664b1 45765001 1541 750100645221b071 41738
£ Number ranges (1 Entry) fibwordh L Image 17594311505633771 a1 2501 7202001 4361704251 2020601 3d0c1 d5e04664b 145769001 €551 751 05: 06240707211 d1 ¢
= 0““”_’ © E"‘”“J_ ibwordM L Paragraph 0758491(605633771 a1 2601 725200 496170425F1 2020701 3d0c1 d5e04664b1d57R30007AI04581 2060c3d034a1 9203k
Seripting (24 Entries) v/ ordML. T able 075343115c5633771 212501 72:2001 496704251 2020f01 3d0c 1 d5e04664b 1457630603551 4551 05c 4464106704623
- [ Processes (24 Entries) bwordhL 0758431{505633771 a1 3501 7202001 4967042511 2020101 3d0c1 d5e04EEAD 1 d57E30L7F1 15642787 eE4624442202027
~ (3 Seratch Copy (0 Entries) ML 4244420c474d28391 81 3501 7202001 434b553458727e1 502201 B5C51 544141015767 2138541 277 26545060041 7142¢
-] Seratch Copy (Archive files) (0 Entries) OutlookConfig var smiStr=""; - smiStr+="< 24 version="1.0' encoding="utf-87> <1--configuralion for contract outlookAddin->"; - smiSiti++
-] Deleted Processes (1 Entry) OutlookFiter ## - 4/ Rueckgabe von Filerwenten fuer die Oullookintegration - /7 - - /7 aktuellen Benutzer auslesen - var cunentllser
& Log-book (0 Entries) msglbl var senlStr="" - umiStr +="c el version="1.0' encoding='utf-89> €l-confiquration for documents outiockéddin->"; - xmiS)
piLib 42444200474d28391 822501 B111101021108677797d1261434521004454c0540053336551 4bOBS4S0ES0T0E | ||
pitain thimport "ptLib'" - - - // Definition of tes file type - var nameF T = "perfTest_MT" - - var nameField = “field_"; - var enifi
‘ I »
NUM |

Fig. 79: Scripting library in the DOCUMENTS Manager

These are then embedded into predefined positions for use. Execution is
performed according to the embedded position during runtime with specific
actions. The following uses of server-side scripts are available here:

- Default actions of DOCUMENTS files. The script is integrated with a defined
action of the file type:

- On creating new files

- On editing

- Onsaving

- After saving

- Onarchiving

- Ondeleting

- As"Allowed actions" script: This controls globally for the DOCUMENTS file
which actions are generally available to the user.

Fig. 80 shows for a file type in the DOCUMENTS Manager how assigning existing
scripts to specific actions is implemented.
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1 File type: ftEmployee (peachit_fi20070000003459)

General] Advanced settings] Wk flov .-’-‘«rchiving] Actions Scripting ] Properties]
On creating new files
O editing
Onzaving User_OnSave C, __—E
After gaving
On archiving
Ondeleting User_OnDelete C, __—E
Allowed actions

Fig. 80: Script actions of a file type

As custom actions of the DOCUMENTS file, and of folders
- For describing conditions (guards) in workflows

As send signal in workflows

As part of field use actions in workflows

For defining enumeration values of a field of the enumeration type
This allows implementing specific requirements in DOCUMENTS 4 such as:

- Drop-down lists that are dependent on the values of other fields

- Access to third-party databases for filling drop-down lists or field values

- Complex guard conditions that cannot be defined through simple
expressions

- Automation of processes in the form of job-driven scripts

- Starting external DLLs to navigate towards third-party systems

- For calculating data

Fig. 81 shows the structure of a script based on a simple example which changes
the password of a user via a dialog.
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r — ——— M
User_SetPassword - Script M

General ] Description] Job ] Testing]

Source cada

/¢ change a uzer object's pazsword when thig action iz called -
4# Hofmann / Albrecht 12.02.2007 14.35

war f = contest file;
it f)
{

war uar = contest. findSysteml ser(f. hrlagin);
if [usr) 1

usr. setPazsword(pPassward):
return 0;

tele { |
contest. emortdeszage = "Could not find any matching uzer object!”;
return -1; [

belse {
contest.emoMessage = "Naot in a file contextl™; |
returm -1;

[ Edit external... ]

[ Run script... ]

|| Script parameter f'sE @ 6

MHame Type Enumeration values Walue / Default U

pPazsword Sting

4 | i | 3

Apply [ Mew ]’ Cancel ][XMLexport...

o 4

Fig. 81: Script in the DOCUMENTS Manager

The DOCUMENTS 4 scripting runtime environment facilitates accessing various
file and field properties. Runtime constants can also be read, such as the currently
involved user or the name of the current workflow step.

Due to the complexity of this topic, this is treated in separate documentation.
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14. File Plans

File plans are an extension to DOCUMENTS 4 that require a license. If the

corresponding license is not present, the File plans entry in the DOCUMENTS
Manager will be invisible.

File plans replicate a tree structure in DOCUMENTS 4, thus enabling hierarchical
storage of DOCUMENTS files. This is not dependent on a defined structure of
public folders. Thus, file plans facilitate alternate grouping of DOCUMENTS files
according to a unique storage structure.

The use of file plans includes both DOCUMENTS files and integrated archives.

Only the hierarchical structure is created in the file plan itself. DOCUMENTS files
are grouped by using a field of the File plan type. Which file plan is to be used for
the relevant file type is defined in this type. In DOCUMENTS 4 this field provides a
pop-up dialog that lets the users define in which node within the file plan
structure the respective DOCUMENTS file should be stored. Fig. 82 shows a
sample file plan in the DOCUMENTS Manager including different levels. In this
context, you can create any number of levels as well as any number of entries at a
single level.

4 --;,é Filing plans (1 Entry)
.‘";é 5

4 |:| 1 (peachIT AG)

¢ 1.7 11 (derFinanzen:en:Finance)

: -7 1.2 (de:Rechtsabteilung;en:Legal affairs
-0 1.3 (desVertrieb: en:Sales)

Fig. 82: File plan in the DOCUMENTS Manager

Because a file plan is not bound to a single file type, processes of any file types
can be integrated with a file plan structure.
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14.1 Define file plans

Select the File plan entry in the DOCUMENTS Manager tree structure, and then
click the New button in the toolbar section. Following this, the (still unpopulated)
dialog window shown in Fig. 83 opens.

L2 ™
2.7CS - Filing plan T |2 ]

Name [55

Label de:lintermehmensstkturen: Corporate Stucture

Dezcription

[ Start index of the main entires with 0

I ain entries 2 @ ﬁ

o | Indes Label

1 peachlT AG
2 peachlT Services GmbH

1 | i | k

: Apply [ Mew ][ Cancel ][XML&Hport...

b — E

Fig. 83: Creating a file plan
Specify a technical name and an optionally multilingual /abel here first.

The result of enabling the Start index of the main entries with 0 checkbox is that
these will not start with 1 as the first file index, but zero-based.

In the bottom section of the dialog window, overwritten with Main entries, you
create the top hierarchy level of your file plan. Please be aware that if you change
the order of entries the index order will still be retained. In other words, the item
in the first position is always assigned the smallest index. When, for instance, you
swap entries 1 and 2, the original second entry will now be assigned the ordinal
number 1.

You should therefore have defined the ultimate structure of your file tree
already prior to storing the first DOCUMENTS file, because otherwise processes
that already exist would be out-of-order.
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You create a new main entry via the button on the left in the section of the same
name. Fig. 84 shows the following dialog for creating a new main entry.

[ 1 (peachlT AG) - Fileplan entry |2 o]
Index A
Label

Cuztom field 1
Cuztaom field 2
Cuztam field 3

[] Start index of the sub entries with 0

Subentmy = @ ﬁ
Index Label
11 de:Finanzen:en:Finance
1.2 de:Rechtzabteilung;en:Leqgal affai
1.3 deVertieb;en:Sales
1.4 de:EDV e T
4 T} 3

Apply [ Mew ]’ Cancel

Fig. 84: Main entry of a file plan

The index of the entry is automatically allocated; it is read-only. This ensures that
each entry is assigned a unique index that continues at the respective level.

Specify an optional multilingual /abel first. Moreover, the option to specify up to
three custom fields is available. You can access the contents of these fields via
auto text when linking file types or archives. For more information on their use,
see chapter 14.4.

The bottom dialog section allows opening another level based on the relevant
entry by defining subentries.

Creating subentries is analogous to the main entry: So, when clicking the
corresponding button in the bottom section, the familiar dialog for entering a new
entry opens (see Fig. 85).

Analogous to the previous dialog, you can also use subentries for a zero-based
count.
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[ 1.1 (de:Finanzen;en:Finance) - Fileplan entry &lﬂ

Inde= 11

=S - Finanzen:en: Finance]

Custom field 1

Custom field 2

Custom field 3

I [] Start index of the sub entries with 0
I Subentry ] @ ﬁ
|

i Label

1| 1 | 3

Apply [ e ][ Cancel

Fig. 85: Subentry of a file plan

The only difference to the main category is that the index used is now composed
of two levels. The first number here refers to the related main entry, while the
second number localizes exactly the relevant subentry at its level.

File plans themselves do not include permissions. Instead, permissions on file
types, fields and tabs of the linked processes which might exist are reverted to.
This also considers file class protection and its special type of ACLs (see separate
documentation on this).

Another level of permissions will be added when the file plan is displayed on a
separate outbar. For a description of the use of outbars, see chapter 16 below.
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14.2 Integrating file plans

After creating the file plan structure, you will have to integrate the file plan with
(at least) one file type or archive.

Without this assignment, the file plan cannot be used in DOCUMENTS 4. To do
this, you need to extend at least one file type in the system with a field of the File
plan type, which is configured for this file plan.

Therefore, open the file type whose processes you intend to enter in the file tree,
and create a new field of the File plan type here. In the Enumeration values field
you specify the technical name of your file plan; in this way, you establish the
connection between file plan and file type. Fig. 85 shows the corresponding
configuration dialog of a field. For the demo scenario peachlT, this example uses a
file plan including departments to enable assigning DOCUMENTS files of the
Employee type (ftEmployee) to it.

& hrDepartment (Filing plan) - Field |2 ||

General l Euits l Ploperties]

Dizplay name  de:Abteilung:en: Department [T Hone
Type |Filing plan - Scope | Unrestricted vl
[7] Mandatary
Erumeration values 5 » ] Sorted

Fig. 86: Field of the "File plan" type

A special case is when you are using a DOCUMENTS file plan with an EASY
ENTERPRISE.x schema and you want to display this in the outbar at a later
time. You will then have to additionally either specify the name or technical
key of a view in which the DOCUMENTS files can be searched for in the second
text row under "Enumeration values". You may not add another schema in
addition to that containing this file plan to this view.

Finally, it is necessary that you define an outbar on which the file plan should be
displayed. For detailed information on creating and using outbars, see chapter 16.
Fig. 87 shows an example of what such an outbar might look like.
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Ed de:0rganigramm;en:Drganization chark - Dutbar *

Camman | Filetypesirchive | EAS =ources | read access | Properties I

Hame Ioc

Lakel |de:Organigramm;en:Organizatil:un chart

lcan active |
[ = |
Type IFiIing plan j
Filing plan 21| =]
Filing plan [C3 EE
Fieldhanme |
Fitter |
Hitlist |
¥ Releazed

2%

(] I Apply | [ (=100 Cancel

Fig. 87: Outbar for a file plan

To sum up, file plans are set up in three steps:

First, you need to create a file plan that sets the structure of DOCUMENTS files or
archives to be stored. The second step is to create a field of the File plan type for
the desired file type, and to integrate the file plan there to establish the link
between structure and DOCUMENTS files. Finally, you need an outbar to integrate
the file plan into DOCUMENTS 4 and to make it usable for the users.
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14.3 Using file plans

Fig. 88 shows an outbar including file plan in DOCUMENTS 4 for the above sample
from the peachit principal. Clicking a folder yields a search result with all
DOCUMENTS files contained therein. If the relevant folder includes a level
containing subfolders, the DOCUMENTS files from the subfolders will also be
displayed in the search result.

Willi Schreiber

B e ik

active files

&l Organization chart
B 1 peachiT AG

----- 1.1 FAnance

----- 1.2 Legal affairs
B 1.3 Sales

- 1.3.1 Europe
.. 132 Asia
.. 1.3.3 America

[ OuickDropZone

Fig. 88: Outbar including file plan

In DOCUMENTS 4, create a new DOCUMENTS file of the type that you have just
linked with the file plan. The new field of the File plan type now lets you
determine for this DOCUMENTS file in which file plan entry this is to be stored.
Fig. 89 shows the field from the above sample.

Fields Records

Department Department name
1.2 lzgal department
Employee No. First name

00001 Willi

Fig. 89: File plan field
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The content area of the field is read-only; you make an entry via the button to its
right. When you click the icon, the file plan opens in a dialog and you can select
the desired entry via the mouse (see Fig. 90). To open a deeper level, click the
preceding plus sign. After selecting an entry this window is closed again and the
index is transferred to the file plan field.

F |
(=) PeachlT DEMOPORTAL - Windows Internet Explorer [E=EER-
20

|
| Corporate Structure

B =1 peachlT AG
£ 1.1 Finance
1.2 Legal affairs I
113 Sales
14 m

3 2 peachl Services GmbH

[

b = A

Fig. 90: Selecting the file plan

After saving the DOCUMENTS file, you will find it in the corresponding (parent)
category in the file plan's outbar (Fig. 91).

Willi Schreiber Overview > Search result

ﬂ lg ﬁ O\ * ntn Actions

Search result (1-1/1)

Department Employee No. Firstname Lastname

Il Organigram
=) 1 peachiT AG

- 00001 Wil Schreiber

1.1 Finance

- 1.3 Sales

Fig. 91: Search result of a file plan

You can also use a single file plan for multiple ENTERPRISE.i archives (and
compatible) inasmuch as you ensure that the technical name and index number of
the file plan file field of the respective archive file type are identical in all cases
(e.g. name in all archives named "Reference", and index number of this field
everywhere is: 1008).

In reverse, however, it is possible anytime to use multiple different file plans for a
single file type. However, the use of the same file plan by multiple file fields for
the same file type is illegal.
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In ENTERPRISE.x a file plan can only be used concurrently by one schema; if
necessary, combined with a file type. Different organization of this archive system
eliminates the need for linking multiple identical archives (e.g. annual archives)
with the file plan. Pools are selected for searches through the archive-side
configuration of the view.

14.4 Specific file plan auto texts

Fields of the File plan type only incorporate the index of the selected entry, but
not the display name stored in the file plan. This information can be used via
specific auto texts in fields of the respective file types.

Fig. 92 and Fig. 93 below illustrate this in an example. For the file type using the
file plan, create a new field of the String type. This should be write-protected (Fig.
92).

& Abteilung_label (String) - Field P

General l Exits ] Properties ]
Display name  de:Abteilungznameen:Department name [[INane
Type | Sting - Scope | Unmesticted VI
Mazimum length [ Mandatam
P Sorted
‘width [pixels) Witibe-protected
[T 5ame line as previous Digplay in file view

Fig. 92: Field for the display name of a file plan
You add another line to the already created field of the File plan type (Fig. 93)
under Enumeration values. This line must have the following structure:

FieldName=%fp.Label%

The technical name of the new String field is entered as field name (in this
example, Department Label). Now this field is automatically populated with
the display name of the file plan entry, once a file plan entry is selected for the
DOCUMENTS file.
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[ hrDepartment {Filing plan) - Field |2 S

General ] Exitz ] Ploperlies]

Type | Filing plan

Ernumeration values CS

Dizplay name  de:Abteilung:em D epartment [C] Hore
- Scope | Unieshicted 'l
[ M andatary
. []5arted

Abteilung_label=3fp-Label?

Fig. 93: File plan field including display name reference

The use in DOCUMENTS 4 then looks as follows, for example (Fig. 94):

Department
12

Department name
Legal affairs

Fig. 94: File Plan including index and label

In this context, the following specific auto texts for file plans are available:

Auto Text

Description

$fp.Index%

File plan index (as in the file plan field itself)

$fp.Label%

File plan entry display name

$fp.Customl%

Content of custom field 1

$fp.Custom2%

Content of custom field 2

$fp.Custom3%

Content of custom field 3
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15. Number Ranges

15.1 Use

Using number ranges, fields can be automatically populated with a generated
sequential number. This, for instance, can ensure that each DOCUMENTS file of a
specific type is allocated a unique key that is visible to the users.

Number ranges are composed of at least one counting item; they can be
augmented with other static items.

The current number is saved with the number range, and incremented at each
call.

The connection between number range and DOCUMENTS file is created by
connecting a specific field to the number range.

So, two items are actually required to equip a DOCUMENTS file with such a
counter: First, this is the number range itself; second, a field connected to it which
is capable of including the current number for the DOCUMENTS file.

To create a new number range, in the DOCUMENT Manager's tree structure,
select the corresponding entry and then, in the top left section of the application,
click the New button.

In the following dialog from Fig. 95 you allocate a name for the number range, and
define the number structure.

r ]
[ hrEmployeeMNo - Number range M

Name [f=EEEEE

Number structure =p&3

Current number 124
Drescription
I rumber range for perzonal number constraint -
| i

Apply MHew ][ Cancel i

n -

Fig. 95: Creating a number range
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The Current number field lets you define a start number with which the number
range should begin. The description is used for transparency; for example, it may
contain a description of the number structure or the use of the number range.

To integrate a number range into a file field, open the relevant field dialog of the
file type.

Here you actually need to integrate the number range in the Value / Default
setting field. This is performed via the $nr.NumberRangeName$% variable. In the
example shown in Fig. 96, this is hrEmployeeNo.

[ hrEmployeeNo (String) - Field @Ji-f

General I Exits l Propetties |
Name [FEIS0E0E
Display name  de:Personalnummer;en:Employee No.; [ None
Type [Sting - Scope |Uniestiicted -
Maximum length Mandatory
A Sorted
Width (pizels) ! V| Wiite-protected
) [} Same line as previous [V] Display in file view
[V] Display in hit list [V] Show in search mask
| Requires edit comment ["] Log changes in status |
| Value / Default %nt hEmployeeNo -~

Fig. 96: Field dialog including integrated number range

15.2 Number range structure

The structure of a number range need not be limited to simple numbers. You can
include annual, monthly or daily numbers, letters, etc. in the number ranges.
Below you will find an overview of the variables that can be used in number
ranges.

The definition of the rule for structuring the number must correspond to the
preset syntax. Any text with the corresponding key terms can be used.
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The following key terms are allowed here:

%N% Sequential number

%Nx% Sequential number with n fixed digits

%Y2% Current year in two-digit format

%Y4% Current year in four-digit format

%M% Current month in two-digit decimal format

%D% Current day in two-digit decimal format

%H% Current hour in two-digit decimal format

%m% Current minute in two-digit decimal format

%S% Current second in two-digit decimal format
Important!

The key term %N% or %Nx% must occur in the type definition of the number
range. All other key terms are optional.

15.3 Examples

INV-%N4% returns a field value INV-005 with the current count at 5, i.e. always
the INV- constant followed by a four-digit number.

INV-3%N/%Y2% in 2011 shows, at a current count of 197, the result INV-197/11.
Unlike the first example, no fixed five-digit number is defined here. Therefore, no
leading zeros are preceding this. Thus, unlike above, the counter is well sorted
from the outset, because without leading zeros 1 is followed by 10, 11, etc., and
only then 2).

A number range in Nx format always generates a number with n digits, where this
format is generated through leading zeros. Whereas in simple N format, only the
current number is used.

When the last allowed value is reached in a number range in Nx format, an
exception is made and the count continues as with number ranges without
leading zeros. This also guarantees that each DOCUMENTS file is given a unique
number. So, there is no "reset in case of overflow", as was the case with
analogous mile counters in old automobiles, for example.
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16. Outbars

Outbars are structural elements that in DOCUMENTS 4 set up their own tree
structure. An outbar can optionally represent a file plan or a folder structure. Fig.
97 in this context shows an outbar named Organization chart, which includes a
file plan structure.

Willi Schreiber

I Organization chart
B~ 1 peachilT AG

----- 1.1 Finance

----- 1.2 Legal affairs
[} 1.3 Sales

i 1.3.1 Europe
... 132 Asia

‘.. 1.3.3 America

-.. 2 peachlT Services GmbH

[T OuickDropZone

Fig. 97: DOCUMENTS 4 outbar structure

You create a new outbar in the DOCUMENTS Manager by selecting the entry of
the same name in the tree structure and clicking the New button.

The following configuration dialog is shown in Fig. 98. Specify a technical name
here first, as well as an ergonomic /abel for the outbar. The label can be optionally
entered in multiple languages.

Optionally, another graphic can be used by entering the name of a GIF file in the
Icon active field.

In the Type selection list you define the use for the outbar. Either a file plan or a
folder is available here for selection.
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For an outbar of the File plan type, this must be selected in the field of the same
name. Use the buttons to enter an existing file plan.

If this is an outbar of the File plan type and if, moreover, DOCUMENTS files of the
same file type are stored herein, you can optionally enter a hit list. Thus,
DOCUMENTS files can be displayed in the file plan, if necessary, other than
displaying DOCUMENTS files in a public folder. Use the technical name of the
desired hit list of the file type as the entry.

Enable the Released checkbox to make the outbar in DOCUMENTS 4 available to
the users.

E de:0Organigramm;en:0Organization chark - Outhar *® 7] x|

Comman | Filetyperirchive I EAZ sources | read access | Properties I

Mame |OC

Lakel Ide:Organigramm,‘en:Organization chart

Icon active I

It insctiv, |

Type I Filing plan 'I

Fillg pian 2 |

fe Ca
[i)
fhe e

Filing plan |CS

Fieldrame |

Riter |

Hitlist |

v Peleased

] 4 I Apply | M e | Cancel

Fig. 98: Dialog for configuring an outbar

Depending on the selected type (Folder or File plan), the other tabs of the
configuration dialog change. The available settings are explained in greater detail
in the following subchapters.

16.1 Outbars of the "Folder" type

File plans of the Folder type are not bound to file types or archives. These simply
display the contents according to the folder configuration. For this reason, you
need to select only those folders to be displayed in the outbar from the Folder
tab. The purpose of the outbar is only collected display.
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The order of the displayed folders can be customized via the arrow buttons. Once
assigned to an outbar, folders are no longer displayed in the DOCUMENTS 4
folder panel but only in the outbar itself.

Optionally, read permissions at access profile level can be granted for the outbar.
Here the principle of a positive permission applies: When granting read
permissions for specific access profiles, some of the named access profiles will no
longer be automatically granted read permission. Without specifying permissions,
the outbar is visible to all access profiles.

16.2 Outbars of the "File plan" type

For outbars of the File plan type, on the File type / Archive tab, you need to define
which of these items should be added to the file plan after selecting the file plan.
Above all, be aware while selecting that each selected file type (or archive) must
have a field of the File plan type which links the DOCUMENTS files with the
selected file plan.

When running DOCUMENTS 4 with an EAS archive, you can include EAS sources
on another tab which, in addition to the archived DOCUMENTS files, also allows
including active DOCUMENTS files via a checkbox.

Optionally, read permissions at access profile level can be granted for the outbar.
Here the principle of a positive permission applies: When granting read
permissions for specific access profiles, some of the named access profiles will no
longer be automatically granted read permission. Without specifying permissions,
the outbar is visible to all access profiles.
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17. Processes, Working Copies and Deleted DOCUMENTS Files

The structure of a process is deduced from the underlying file type used as a
template for creating a new DOCUMENTS file. When a user is saving the file, a
process is created where the entered content is created under Value / Default
settings for each field (Fig. 99).

.
() Active file: Schmidt, Miriam [00002] (peachit_i20110000000046) P fo

General |Advmd senigs] Opesation &mriplim‘ Frnpalfms]

Active fils

Name ) Released
Display name  Schmidt, Miiam [00002]
AutoTitle Zhrastame?, %hiFirsthame? [“hEmployesho®]

Document options
[7] Open fiest document immediately

[7] Automatic: document versioring
{7 Enable automatic document indexing

Max. amount registers

Fields | Tabs | Folder | Routing steps | Current routing steps | Fiee peimissions |
BoXo o0

Hame Display name Type Walue ¢ Delault

hiDepartment de:AbteilungenDepartment Filing plan
|| | Abteilung_label de:Abteiungsname erDepartment name Stiing
hEmployesio de: Pessonalnummer enEmplayee No.; Sting 0ooo2
huFitsth ame deVomarneenFirst name; Sting Miriam
heLasth ame de:Machname:ercLast name; Sting Schmidt E
hSupenior deVorgesetzteren: Superior; Reference perona
hidigent deVeilister eragent Reference
heEmail de:EMailen:EMail; Sting m.schmidi@peachit. de
hiLogin de:Logn;en Logn; Sting schrmidt
heRemarks de: Bemerkungenen Remarks; History

Fig. 99: Process with values

For multi-user operation, these processes are extended with a transaction
concept, where working copies are used.

When a user opens a DOCUMENTS file via read access, that file will be displayed
in the browser including the index fields. When, at that moment, other users are
opening the same DOCUMENTS file, all users (leaving aside specific permissions
here) will receive exactly the same contents.

Now, if a user sets the file to edit mode, they will receive exclusive write
permissions on that file right at that moment. No other user can now also edit the
file at the same time. Internally, DOCUMENTS 4 has now created a working copy
of the file for the editing user. This working copy is modified by the user, but not
the original DOCUMENTS file.

This allows other system users to view the current “As Is” state of the file during
search/retrieval, but they cannot edit that file because the system is aware that
user A is already editing the file.

Only when the exclusive user saves their changes to the DOCUMENTS file will the
changes made to the working copy be actually written back to the genuine
DOCUMENTS file. So, only from that moment will these changes be visible again
to all other system users.
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Whereas if one of the users discards their changes, all the system needs to do is
delete the working copy, i.e. rollback to the genuine DOCUMENTS file is therefore
not required.

Thus the concept of the working copy is not only a mechanism that guarantees
transaction security, it is also an important performance feature. Fig. 100
illustrates this concept.

. V/
< S File @
QS’ \gfer
éSQ/

Pool File

Scratch Copy [II:II:>
on SAVE /

CANCEL

FILE POOL

Fig. 100: Working (scratch) copy concept

Within the context of this concept, the functionality of the Change files button in
the dialog of a file type becomes clear (see chapter 9)

On creating a process it is always the structure of the related file type that is used
as a template. When making subsequent changes to this structure (e.g. adding
more fields), each new DOCUMENTS file is in turn created on this template.
Whereas DOCUMENTS files that already exist remain unchanged in their original
format; they will not be automatically customized when making structural
changes to the file type. Following this, different processes of a file type with a
different structure are now temporarily available. Therefore, after making
changes to the file type, you must execute the Change files function, which
customizes all processes to the new structure of the file type by stacks.

This function may take several hours, depending on the number and complexity of
existing DOCUMENTS files. Moreover, only processes for which no working copy
exists at the time of making the change can be customized. For these reasons, you
should make sure prior to executing this function that no working copies exist and
that no new ones can be created during this process. To be on the safe side, you
should therefore stop the Tomcat service. In this way you ensure that there are
no users working with DOCUMENTS 4 and that no users can login.
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18. Logbook

This area manages logbook entries in which specific actions are logged. These
actions to be logged are defined in two other places. Initially, on the Documents->
Settings menu, you generally define which global actions should be saved in the
logbook. In the Settings dialog, the Logbook tab (Fig. 101) lets you define via
various checkboxes which actions should be logged.

= Bl
4 oot - Seting s — e

Global Settingsl Documents [basic]' Archive [basic]l List e:-:portl Documents [displa_l,J]l Localesformat  Loghook | Lic| 4 |*

Logbool
[ Create file

[ File edited

[ Start workflow

[ File received

[ File forwarded

[T Change file type

[ File archived

[] 5L expart

[T wharkflaw escalation
[T warkFaw decision
[ wharkflaws send signal
[ Delete file

Delete logbook

From [0]12.09.2011 08:22:11 To D1209.20010 082211 |2

Al

[ Delete logbook.... ]

Fig. 101: Logbook entries of the principal

The Delete logbook area provides the option to remove the entries of a desired
time period. First, determine the desired time interval, and then click the Delete
logbook button.

Moreover, you can add the logbook entries at the level of individual processes. To
do this, open the definition dialog for a file type, and go to the Workflow tab (Fig.
102). The Logbook entry field lets you define fields whose changes are to be
logged in the logbook. Like auto titles of DOCUMENTS files, you can include field
values here via the familiar replacement flags (*NAMES), and combine these with
static texts. Including an ID or auto title comes in useful here to enable identifying
the DOCUMENTS file in the logbook for which an action was performed.
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[ File type: ftVacationApplication (peachit_fi20060000000134) *

Generall Advanced settings Workflaw |.-'1'«r|:hiving| .-'hu:tiu:unsl 5cripting| F'ru:upertiesl
wfark Flow
Drefault distribution list v B
Workflow WEApplicationForl eave-2 rE:- %

[] Start workflow immediately on creating a new workflow

Logboaok,
I Logbook entry | Changed File: Zhilastname, ZhiFirst amedz

Fig. 102: Logbook entry for a field value

18.1 Enabling the logbook function

Statistical evaluations in DOCUMENTS 4 can be executed directly on the
database. The data relevant to this is saved in the D1cLogBook table.

Unlike the status of a DOCUMENTS file, the information in the log table is retained
even after deleting a DOCUMENTS file. You can perform statistical evaluations on
lifetime and iteration of workflows.

You can also view the entries in the log table in the DOCUMENTS Manager
anytime (Fig. 103). Entries may also be deleted there.

| » -/ Administration
> -4y User Management
4 -3 Documents
> (aJ Public Folders (5 Entries)
b {_ Filetypes (6 Entries)
8 Archive servers (1 Entry)
» -3 Distribution Lists (1 Entry)
&2 Workflows (4 Entries)
&% Filing plans (1 Entry)
.[3] Number ranges (1 Entry)
-.. %! Qutbar (1 Entry)
' Scripting (24 Entries)
...{2] Processes (24 Entries)
() Scratch Copy (1 Entry)
() Scratch Copy (Archive files) (0 Entries)
[ Deleted Processes (1 Entry)
..@&¥ Log-book (16 Entries)

Fig. 103: Logbook position within the tree
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However, a default tool for evaluating the log table is not available. Evaluations
can be performed using various tools with access to ODBC data sources and SQL.
We will later introduce a sample in Microsoft Excel in which the options of an

evaluation are demonstrated.

18.2

Structure of the DIcLogBook table

The D1cLogBook table includes the following columns:

Name Type Description

m_oid int System column (Unique record ID)

c_ts datetime System column (creation timestamp)

m_ts datetime System column (modification timestamp)

c_user int System column (creation user)

m_user int System column (modification user)

principal int System column (principal)

Ts datetime Timestamp of creation of the entry

UserlLogin varchar(60) User login of the responsible user (user who
has edited the DOCUMENTS file, initiator of a
workflow step, etc.)

TitleFile varchar(255) |Title of the relevant DOCUMENTS file

IdFile varchar(40) Unique ID of the relevant DOCUMENTS file

FieldValues varchar(255) | A logbook entry defined for the file type

TitleFileType varchar(255) |[Name of file type to which the DOCUMENTS
file belongs

IdFileType varchar(40) Unique ID of file type to which the
DOCUMENTS file belongs

IdWorkflow varchar(40) | Unique ID of routing or workflow. All entries
of a routing or workflow are allocated the
same ID. This facilitates differentiating the
individual routings when sending
DOCUMENTS files multiple times.

MainContextName | varchar(60) | Name of workflow or distribution list that the
DOCUMENTS file iterates through (e.g.
purchase invoice)

IdMainContext varchar(40) | Unique workflow / distribution list ID

IdStep varchar(40) |Unique ID of the Step group. Example: If a
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group is assigned a task within a workflow, all
individual steps will have the same IdStep.

ContextName varchar(60) |Name of workflow step, e.g. Verify
correctness

IdContext varchar(40) | Unique workflow step ID

ActionCode int Which action was executed (table, see below)
(ID)

ActionDescription |varchar(60) |Which action was executed (table, see below)
(Description)

ActionDetaill varchar(25) Additional information. For example,
comment on forwarding, etc.

ActionDetail2 varchar(60) | Additional information

ActionDetail3 varchar(60) | Additional information

The following actions are currently differentiated:

ActionCode | ActionDescription Description

0 Create file DOCUMENTS file was created

1 Start edit file Edit mode was started

2 Cancel edit file Edit mode was canceled

3 Save file Edit mode terminated by saving

4 Archive file DOCUMENTS file was archived

5 Delete file DOCUMENTS file was deleted

6 Start workflow DOCUMENTS file was sent / workflow was
started

7 Receive file A user has received the DOCUMENTS file as
part of a routing / workflow

8 Forward file A user has forwarded the DOCUMENTS file
as part of a routing /workflow

9 Change filetype The DOCUMENTS file's file type was
changed

10 Workflow escalation A workflow step escalated as part of the
workflow

11 Workflow decision The DOCUMENTS file iterated an automatic
decision as part of the workflow

12 XML export The DOCUMENTS file was exported as an
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XML file as part of the workflow

13 Workflow receive- | The DOCUMENTS file has received a receive
signal signal as part of the workflow
14 Workflow finished The workflow finished

18.3 Logbook sample

The samples directory contains a Microsoft Excel file including vb macros as a
statistical evaluation sample (D1cLogBook Sample.xls).

To be able to use the sample, you will have to create an ODBC data source with
the name Partnernet on your local computer which will point to the
corresponding database.

On the first sheet (Report) you define the parameters to be evaluated, defining
which ODBC data source you want to access from which server (Fig. 104).

'S LALTl USQIUTILS UL LIIUYS D WNa, LAUGY AW LSS L =gy

DeE SRy |[iEaso-o (@& 58z Mma v @,

| aria S| = FXQ|§§E|§%UUUBE;?8|£?£;- 33?-®'-£--J§|Af
= =|
A | B | c I
Reportparameter

Mappentyp I Eingangsrechnung

Workflow I Rechnungseingang

Zeitraum [von) I

L
Zeitraum (his) I _l

¥ Aktionsliste erstellen

Report erzeugen |

Einstellungen

0ODBC-Datenguelle I Partnernet

Documents Basis-URL I http:/flocalhost:B080

oo || o w |k ma [k [ ra R ra [ pa R | = = = = = = = = ==
eSS N S el o e e

p [p[" Report ¢ Mappenliste / Akkionsliste #  Mitkelwertbestimmung ,{lil

-
-

Fig. 104: Report in Microsoft Excel
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Three evaluations are made. The second sheet displays the list of DOCUMENTS
files with finished workflow as shown in Fig. 105:

A 5] |
Startzeit Endzeit
20.08.2004 151357 [20.08.2004 15:16:37
2008 2004 15:13:68 20.08.2004 14:15:50

c |
Laufzeit (h) Mappentitel
0,044 Rech. won SQC, 726 16 Euro vorn 24.02 2004
0,031 Rech. won 5 MUELLER, 1590 Euro vorn 13.01.2004

D

Fig. 105: File list of the report
The link in the file title allows navigating directly to DOCUMENTS 4.

The third worksheet (Fig. 106) displays all workflow steps belonging to the
workflow and the file type:

A [ B | C [ D E [ F [ G | H [
1 |Aktion User Startzeit Endzeit Laufzeit {min) Mappentitel
2 |Wereilung  local 20.08.2004 15:13 20.08.2004 15:14 0900 Rech. von OkIA, 2340 87 Euro vom 24.02 2004
3 |Vereilung  local 20.05.2004 15:13 20.05.2004 15:14 0,817 [Rech. von SQC, 726,16 Euro vorn 24.02.2004
4 |Wereilung  local 20.08.2004 15:13 20.08.2004 15:14 0,700 Rech. von 5_MUELLER, 15,90 Euro vorn 13.01.200
& |Werteilung  local 20.08.2004 15:15 20.08.2004 15:14 0,167 [Rech. von SQC, 726 16 Euro vorm 24.02.2004
B |Freigabe schreiber 20082004 1514 20082004 1514 0,467 Rech. von SQC, 726 16 Euro vom 24 02 2004
7 _|Freigabe schreiber 20.08.2004 15:15 20.08.2004 15:15 0,267 Rech. von S_MUELLER, 15,90 Euro vam 13.01.200-
8 |Freigabe oppen 20.08.2004 15:15 20.08.2004 15:16 0,683 Rech. von SQC, 726,16 Euro vom 24.02.2004
8 |Sachprifung | schrmidt 20082004 15:15 20.08.2004 15:15 0,250 Rech. von SQC, 726 16 Euro vom 24,02 2004
10| Sachprifung | schmidt 20.08.2004 15:14 20.08.2004 15:15 0900 Rech. von S_MUELLER, 1590 Euro vorn 13.01.200.
11 |Sachprifung |schreiber 20.08.2004 15:14 20.08.2004 15:15 0,263 Rech. von SQC, 726 16 Euro vom 2402 2004
12 | Sachprifung |oppen 20.08.2004 15:14 20.08.2004 15:16 1,833 | Rech. von OKIA, 2340 57 Euro vom 24.02.2004
13

Aktionsliste

Mitkelwertbestimmung

A v [wil Mappeniste

I«

Fig. 106: Workflow steps

The runtime (time) of the step with the user was computed from the access and
forwarding time.

Sheets 4 and 5 compute averages of the times and graphically display the
computations as a pie chart (Fig. 107).

mittl. Laufzeit (min)

42%

O *erteilung
B Freigabe

O Sachprifung

Fig. 107: Graphic evaluation
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19. Drag & Drop Support (Dropzone)

The Dropzone is an ActiveX component that facilitates uploading documents via
Drag & Drop in DOCUMENTS 4. When using the Dropzone all document tabs of
the managed file types include, in addition to the popular Upload dialog for
documents, a visually highlighted panel where documents can be stored using the
mouse.

This function must initially be globally activated for the principal. To do this, in the
DOCUMENTS Manager, open the "Documents -> Settings" menu item.

In the dialog, go to the Global Settings tab and enable the Enable Drag & Drop
checkbox (Fig. 108).

8 oament - iy ——

Global Settings IDocumenls lbasic]] Archive [basic]] List expull] Documents [display]' Localesfc

Default values user account
Licence type [Concurenl v]

Allowed conc. sessions 3

Automatic login
[ Active Life tirme 2000000

Enaﬂe Drag+Drop

Global Options

Fig. 108: Activating a Dropzone

After initialization or restarting the Documents4Server service, the Drag & Drop
function can be used.

The Dropzone reverts to an ActiveX Control. This function can therefore be
used only in combination with Microsoft Internet Explorer. Installation and
execution of ActiveX components must be guaranteed via the browser's
security settings.

On the users' computers, the ActiveX component must be subsequently installed
locally prior to initial use.

To do this, log in to DOCUMENTS 4 and edit a DOCUMENTS file that has a
document tab. When you click that tab, the browser will prompt you to accept
installation of a new ActiveX component (Fig. 109). This component supplies Drag
& Drop functionality; accordingly, the feature can only be used when you accept
installation of this component.
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)

Do you want to install this software?

@ Mame: atx.cab
Publisher: otris software AG

More options Install ] [ Don't Install ]

|"'“ While files from the Internet can be useful, this file type can potentially harm
. your computer. Only install software from publishers you trust, What's the risk?

Fig. 109: Installing the Dropzone component

After successful completion of the installation, the Dropzone will be displayed on
all document tabs, regardless of the respective file type (Fig. 110).

Felder Abwesenheit Aufzeichnungen Documents (1) Vacation request {0)

Bearbeiten Intern anzeigen Extern anzeigen Dow nload |Mrtiunen... LI

- Dokumentenname Griolke gedndert am = um Version

I~ % DOCUMENTS mobile Guide enpdf  125ME 01122011 09:59:34 | 1.0

Fig. 110: Dropzone in DOCUMENTS 4

You can now upload documents directly from Explorer. Select the corresponding
data files and drag them to the hatched area of the Dropzone, keeping the left
mouse button depressed. If you release the mouse button, the documents will be
automatically uploaded. To finally complete this process, you need to save the
DOCUMENTS file.

Downloading a document to your local hard disk works exactly the same in
reverse. To do this, simply drag the data file to be downloaded into a target
directory that is open in Windows Explorer.

On dropping it, the data file is automatically downloaded to the target directory.
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The menu bar's top section provides actions for administrative activities and for
configuring parameters.

20.1 Application

Change password

For security reasons, please immediately specify a new password for the user
admin. To do this, open the "Application -> Change Password" menu item (Fig.
111).

& Change Password

Fleaze enter pour new pazsword,

Mew pagsword

Fepetiion =+

l Ok, ] l Cancel ]

Fig. 111: Specify a password for the Portal Manager

Language selection English / German
The working language of the DOCUMENTS Manager can be switched at runtime.
Alternatively, this can be done directly on login.

Recently used items
The recently used items are listed in a separate panel. When clicking an entry the
item directly opens without the user having to search it in the tree structure.

Finish

After you finish working with the DOCUMENTS Manager, you close the
application via the "Exit" entry from the "Application" menu.
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20.2 Server settings

Server-side data export (jex)

This command generates principal backup as a JEX file. Unlike Portal backup from
the Administration menu (see chapter 20.3), no documents are exported here.
The JEX file only includes the structures from the DOCUMENTS Manager. To
perform backup, you need to specify the file name and a storage path (Fig. 112).

® Server JEX-Export @

Enter the name of the serverfile:
:\backuppeachit ey

[ ak ” Cancel ]

Fig. 112: Server-side JEX export

Server-side data import (jex)
To back up JEX export, please specify the complete path to the JEX file.

XML export
Specific DOCUMENTS Manager elements can be exported as an XML file by
stacks when specifying an export class. The export class is named in this format:

ExportClass.xml

You will then have to specify a path to the store of the generated data file.
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The following table shows an overview of the most important export classes and
the exported objects:

Export Class Description

Fellow All editors

DistributionList | All distribution lists

DlcFileType All file types

DlcFile All processes
DlcFileArchive All archive schemas / views
PortalScript All scripts
AccessProfile All access profiles
Workflow All workflows

DlcAlias All aliases

All elements of the following types: access profiles,
Documents aliases, scripts, file types, archives, folders, workflows,
and number ranges

XML import

This command imports objects that have previously been exported via XML. This
is limited not just to objects exported via the XML export command; individual
objects such as file types, individual scripts, etc. are also considered. The
configuration dialog of many of the objects also provides an XML export function
via a button. Whereas import is performed centrally via the menu function
described here. Thus, for instance, you can import scripts from one principal to
another.

System parameters

This command opens a dialog including system parameters. Select the desired
parameter from the top drop-down list. You can customize the value in the center
pane. The bottom section of the dialog provides an explanation of the
parameter's functionality. Fig. 113 shows the server directory of the DOCUMENTS
repository, i.e. the storage location of uploaded documents on the server, in an
example.
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# Global Options — N—— — I-_lgléj

Server settings/Server directory for DOCUMENTS Reposzitory - J

CASOFTWARE \documentzd5DOCUMEMNTS_DATANRepositony &

A directory on the server in which the data filez of the DOCUMENTS module are saved. This directom mustbe -«
unlocked for the server process for reading and writing. Subdirectories are created for individual clients in the
specified directom.

[ Close ] I Reget J I Clear I

A i

Fig. 113: System parameter including description of the function

Make sure that when changing entries you do not finish these by pressing the
ENTER key. The actual entry may not be followed by another line. Otherwise, the
parameter's interpretation fails.

20.3 Administration

20.3.1 Run maintenance operation

DOCUMENTS 4 provides a host of maintenance operations that allow checking
specific system functions or changing them by stacks. To execute such an
operation, you need to enter its ID in the dialog window. The following overview
describes the most important maintenance operations:

Build AclCache <file type name OR id>

If you subsequently provide file class protection for a file type or change an
existing one, you can rebuild the ACL cache for all DOCUMENTS files of that type
using this operation.

checkBinaries

Checks the repository for missing attachments or broken links. Output comes in
file format in the \server directory of the installation in the form of a table
including error outputs.

checkIndexBlob [filepath]

A check is made on whether full text indexing of documents works error-free.
When using the filepath option, you need to specify a server-side path to an
indexable test file.

Without specifying the filepath option, a temporary text file will be generated

and its indexing will be tested. This data will be deleted after the test.

inboxEmailOff
This operation turns off automatic e-mail notification for new DOCUMENTS files in
the Inbox by stacks for all users.
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inboxEmailOn
This operation turns on automatic e-mail notification for new DOCUMENTS files in
the Inbox by stacks for all users.

initDLC

Grants all editors and users DOCUMENTS 4 access by stacks. This operation will be
useful if you have previously created simple archive users who should be given
DOCUMENTS access from a specific time onwards.

lockNumberRanges

This operation locks all number ranges (on number ranges, see chapter 15); it is
above all of significance in conjunction with the Change files action of a file type
(see chapter 17).

If a file type is using number ranges, the corresponding number range will be
incremented by one digit on creating a new DOCUMENTS file. On using the
Change files action, a new DOCUMENTS file is created by stacks for each existing
one and the values of the old file are then transferred to the new one by stacks.
This inevitably causes the number range to be always incremented on creating
new DOCUMENTS files by stacks. So, a gap of the already existing number of
DOCUMENTS files emerges in the number range through this action. The number
range is ultimately used on creating new DOCUMENTS files, and then overwritten
by the value of the existing file.

For this reason, you should always execute the lockNumberRanges operation prior
to the Change files action if the file type is using a number range.

unlockNumberRanges

This operation unlocks all number ranges of the system.

relndex
Rebuilds the full text index of all attachments / documents. Performing this
operation may be necessary for two reasons:

- If automatic indexing of documents on uploading has not been enabled for a
file type, the full text index can be built by stacks in this way.

- On performing Portal backup, the full text index might not be included with
backup due to its possible size on the database. When reversing backup, the
index can be rebuilt using this operation.
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setEasywareAuth:accessProfileFilter:on|off

Turns EASYWARE authentication on or off for all users of the access profile.

The following example turns on EASYWARE authentication for all users of access
profiles whose access profile name starts with crm:

setEasywareAuth:crm*:on

showLicence
Shows an overview of the existing license for the logged-in principal with
information on licensed modules, plug-ins, and user licenses.

testAccess

This operation checks which permissions a user has on a specific DOCUMENTS file.
Here all file permissions and an existing file class protection are considered. The
following line shows the correct use of the notation:

testAccess <file id or filetype name> <login name>

The following example checks which permissions the user with the login name
schreiber has on the file (the process) with the id
peachtit £i20110000000046:

testAccess peachit £i20110000000046 schreiber

20.3.2 Perform portal backup
This command starts backup of the logged-in principal. This can either be backed
up on the same system, or transferred to another system. The following data files
are written on performing backup:

- Normal contents: The complete database (except indexing documents) is
stored in the following data file:
Principal Timestamp.zip.

- Documents: The storage path of the documents uploaded in this principal is
saved inthe Principal documents Timestamp.zip: file.

- Secure contents: Replaces the normal contents on using https.

Taken together, the data files for Contents and Documents represent the entire
system.

The storage location for created Portal backups can be viewed and configure on
the Server settings -> System parameters menu.

The data from the database management system and the document storage are
only combined in a Portal backup. There is no check for data integrity. For this
reason, these backups do not replace a complete concept for regular backup.

A portal backup is directly executed without further prompting; it may take
several hours, depending on the size of the principal.
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20.4 Documents

The Documents menu provides key settings in a dialog. The following chapters
explain the most important settings options on the different tabs. Information on
individual options can be displayed anytime via context help.

20.4.1 Global settings

The Global settings tab (Fig. 115) is used to initially define default values for new
user accounts. The license type set here will be automatically suggested when
creating new user accounts. The default value Concurrent is useful because this
license type (if present) is not limited to a number of user accounts.

Users can use multiple sessions at the same time in DOCUMENTS 4, and
therefore edit different processes in parallel. In Fig. 114 the button to open
another session has red borders.

Willi Schreiber

nl B & @ B S

Fig. 114: Global functions

The Global settings tab lets you set how many concurrent sessions a user is
allowed.

Auto-login provides, on the DOCUMENTS 4 login page, provides a new checkbox
for permanent login. The user can now work without login during the lifetime.
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) _
G Documents - Seting: 1 ———————— =

Global Settings l Documents [basic]] Archive [basic]] List export] Documents [displa_l,l]] Localex’formatl Logbook] Lic[ A |+

Default values user account

Licence type | Concunent hd

Allowed conc. sessions 3

Automatic lagin
[ dsctive 2000000

Glabal Optionz
Enable Drag+Drap
Allow zaving uger-defined search magks
Save recent zearch mask automatically
Multiple sorting in folders it lists
Highlighting hitwards
Hit tree
File: view
Form width 5&0
M argin with 280

Attachment sort order

Ok, ][ Apply ] [ Cancel ][ Delete file pool

Fig. 115: Global DOCUMENTS settings

The following features can be activated in the Global settings area:

Enable Drag + Drop: Activates the Dropzone (see chapter 19).

Allow saving user-defined search masks: Users can save filter settings used in
search masks at regular intervals, and open them when required.

Save recent search masks automatically: The recently used filter criteria of a
search are identically entered at the next call.

Multiple sorting in folders / hit list: Grouping function in tabular overviews.
The data is sorted by the column that is first marked and, within the result, by
a second one, etc. column

Highlighting hitwords: Highlights the hits found in the search result in color.
Hit tree: Turns on the function, and creates a hit list tree outbar.
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20.4.2 Documents (basic)

The Encrypt repository checkbox facilitates encryption in the storage directory of
uploaded documents which can therefore not be opened outside of DOCUMENTS
4. This is an optional module subject to licenses. Encryption will therefore only be
performed if a relevant entry is found in the license file.

20.4.3 List export

This tab allows configuring exports from DOCUMENTS 4 in the CSV or XML
formats. Actions that optionally export all or only selected DOCUMENTS files in
the desired format are provided for the active functions in folders, hit lists and
search results.

20.4.4 Locale/format

The Support multiple languages checkbox initially generally enables multiple
languages. When required, you can define for the enabled languages which date
format and decimal points should be used, respectively, for display in
DOCUMENTS 4.

Which languages are to be enabled is defined in the principal's configuration
dialog (see chapter 5.2).

Subsequent changes to the decimal points are no longer permitted once
DOCUMENTS files with numerical fields are present.

20.4.5 Logbook
Logging using the logbook is already described in detail in chapter 18.

20.4.6 Licenses

Provides a tabular overview of the licenses. This shows how many licenses are
available, how many of them have already been allocated and are currently
engaged.

20.5 Help

Besides the Help function, you can learn about version properties of the installed
environment via the About entry.
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21. Hit Trees

Hit trees can be optionally used in combination with the search function. For the
search result, a tree structure is built that works in a similar manner to a file plan.
A hit tree, however, is not subject to a fixed structure; it is dynamically built for
the respective search result.

In their default behavior, search results are built as tabular hit lists and can
therefore only be sorted by columns.

Hit trees additionally allow you to specifically group according to specific columns
or field values, e.g. according to countries, regions, and cities. In many cases, this
facilitates visualizing the search results to be significantly more transparent to
users.

21.1 Basic settings in the DOCUMENTS Manager

To turn on the hit tree for a principal, you need to initially make two settings in
the DOCUMENTS Manager.

Open the Documents -> Settings menu and, on the Global Settings tab, enable the
Hit tree checkbox (Fig. 116).

G oments - Seting N — =

Global Settings IDocurnents [bas‘u:l] Archive [basic]l List exportl Documents [tispla_l,l]] Locale!format] Loghookl Lic| ¢ ['

Default values user account

Allowed conc. sessions 3
Automatic login
[ Active Life time 2000000
Global Options
Enable Drag+Drop

Allow saving user-defined search masks
[¥] Save recent search mask automatically
Multiple sorting in folders/hit lists
Highlighting hitwords

@-ﬁt tree

Fig. 116: Enable hit tree
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Next, in the same dialog, go to the Documents (basic) tab and enable the Search in
multiple file types checkbox (Fig. 117).

Search
Search method 0

V| Ignore folder rights

V| Search field in folder

| Search field for common hit-lists
V| Continue search in last result

@Search in multiple file types

Fig. 117: Search in multiple file types

These customizations will only take effect when restarting the
DOCUMENTS4Server. Alternately you can trigger reinitialization via
&pEvent=init in the URL.

Overall, two variants are available for using hit trees: Either a link to a hit list can
be used, or the hit tree is entered for the file type, including a fixed field structure.

21.2  Hit trees including hit lists

On the desired file type, create a new hit list (for hit lists, see chapter 9.4). You
can optionally consider all fields here and correct them on the hit list afterwards,
or you create a hit list that only includes fields where the Show in hit list property
is enabled (Fig. 118). Make sure that the hit list contains all fields to be later
displayed in the hit tree.

® Create new hitlist : - ﬁ

Mame rmyHitlist

Fieldz to congider [u:unl_l,l figlds with the option 'show in hitlist' v]

Ok ][ Cancel ]

L

Fig. 118: Hit list for a hit tree
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The following example of a hit list myHitlist is oriented to the file type
ftIivoice (invoice) of the peachIT demo principal. Fig. 119 shows a possible
structure of a hit list for use in the hit tree.

Colurnns 1 = 8
Label Field

iDlcFile_Title

de:Bedarfztrager;en: Consumer canzumer [Enumeration]
de:Ligferant:en:Supplier campaty [String]
de:Rechrungzdatum;:en: [nvoice date irvoicel ate [Date]
de:Mettobetrag;en:Met amount netdrmount [Murmeric)
de:Rechrhungznr. enlnvoice no. irvoiceMo [String)

Fig. 119: Configuring a hit list

After creating the hit list, on the file type, you need to establish the link to the hit
tree.

To do this, go to the Properties tab and right-click the dark section of the tab to
create a new property with the following name:

treeSort <Hit list name>

As a value of the property, the individual technical field names or columns to be
used in the hit tree for sorting and grouping search hits must be listed comma-
separated (without a following space). Through an additional "+" or "-" sign
directly following the individual names, you can also influence whether the values
in the hit tree are to be sorted in ascending or descending order. In any event, the

corresponding hit list must also contain the specified columns.

® Insert new Property ﬁ

Property

treeSart_myHitlizt

Walue

Consumer company, invoiceDlate

Ok H Cancel I

L. o

Fig. 120: Property of the file type
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21.3 Displaying a hit tree in DOCUMENTS 4

Log in to DOCUMENTS 4 and start an advanced search. To do this, click the icon
with the magnifying glass above the tree structure.

Next, choose the desired file type (in this example, this is Invoice) and make sure
that you define this as the main file type.

This is achieved by simply clicking the name (not the checkbox!). The name will
then be highlighted in bold and the search masks and hit lists valid for this file
type will be shown in an enumeration list next to one another above the search
form.

4 Overview = Advanced search

Searchmask Searchn'asks...d HitIistlrrryH'rtIist ;I

Reset search terms Search ==

File types
[ ] Ermpdayon Full text
¥ Invoice
I ord Date created Q io Q

rder
[ Record Date modified E o =
" Sicknote Title
[~ Wacation request

COw ner

Search sources Last editor
[¥ current processes Supplier

Fig. 121: Advanced search via hit list

When filling out the form with any search terms, you can already select the hit list
via which a hit tree is to be generated. However, the hit list can also be switched
while displaying the search result.

After initiating the search, the results will be displayed in the defined hit list (Fig.
122). If the hit list matching the hit tree has not previously been selected, you will
have to do this now.

Overview = Search result

Hit list myHitist = Actions. . -
Search result (1313 o) Send to hit tree
Title Consumer Supplier Invoice date
Invoice 04020004 from OKLA (2017 83 EUR) Schreiber, Willi QKL 024242004

Invoice 04020003 from S_MUELLER (13,72 EUR) Oppen, Bernhard = 5_MUELLER | 01/13/2004

0000
WRW

Invoice 04020002 from SQC (606,00 EUR) sac 02/24/2004

Fig. 122: Search result with hit list
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Next, click the Send to hit tree button to generate it. In the tree pane, the switch
to the new Hit tree outbar is made automatically (Fig. 123).

Hit list myHitist + Actions.

Search result (1-3/3) P Send to hit tree
active files I:‘ Title Consumer 1.“ Supplier 2.“ Invoice date 3“
D @ Invoice 04020002 from SQC (608,00 EUR) s5ac 02/24/2004
=l 3 nits found [1 @@  invoice 04020003 from S_WUELLER (1372EUR) | Oppen, Bernhard | S_MUELLER 01/13/2004
E“—/ = [2 Invoice 04020004 from OKIA (2017,99 EUR) Schreiber, Wili QKA 02/24/2004
| g sac
L. lg) 0202412004
, Oppen, Bernhard
‘_, S_MUELLER
: L) 011372004
=] | Schreiber, Will
S g OKIA
i) 0212412004

P

Fig. 123: Hit tree with grouped search result

In this example, the found invoices are initially grouped according to the
consumer, then according to the vendor and finally according to the invoice date.
The invoice date is entered at the bottom level, the so-called sheets. Clicking such
a sheet directly opens the relevant DOCUMENTS file in the right pane.

The sort order of the search results can be reversed by the red icons on the hit list
columns.

21.4 Hit trees without hit list

Hit trees can also be created without direct links with a hit list. For this, on the file
type's Properties tab, you need to create a new property with the name

treeSort.

As a value of the property, the individual technical field names or columns to be
used in the hit tree for sorting and grouping search hits must again be listed

comma-separated (without a following space). An additional "+" or sign
directly following the individual names can also be used here to specify the sort

order.
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21.5 Automatic hit tree

In some cases it might be a useful idea to automatically create a hit tree directly
after an advanced search request. To achieve this, in the DOCUMENTS Manager,
the Documents /Settings menu item's Properties tab lets you enter a principal-
wide valid property named impliedTreeSearch with the value true (Fig. 124).

~
) Documents - Settings (2] = ]
Archive basic] | List export | Documents [display] | Locale/format | Loghook | Lisence F‘mpelt\esl [l
MName Walue
e anet

Praperty

impliedTreeS earch

Value

true]

.

[ ok [ #epb | [ cancel | [ Deletefiepoal |

Fig. 124: Automatic hit tree

You will then have to restart the Documents4Server service or initialize the URL.

21.6 QuickView

To be able to use the hit tree in Quickview, append the & tv=1 parameter to the
URL. Unlike normal hit tree display, Quickview directly opens the first
DOCUMENTS file in the section on the right (Fig. 125).

|E hitkp: [ fmerowingerjsplgw?pri=toastupift=Firmathl=0emaoHitisté_tw=1

Fig. 125: Hit tree in QuickView
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